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•

What is the BIG-IP Network Firewall?

About the Network Firewall

What is the BIG-IP Network Firewall?
The BIG-IP® Network Firewall provides policy-based access control to and from address and port pairs,
inside and outside of your network. Using a combination of contexts, the network firewall can apply rules
in a number of different ways, including: at a global level, on a per-virtual server level, and even for the
management port or a self IP address. Firewall rules can be combined in a firewall policy, which can contain
multiple context and address pairs, and is applied directly to a virtual server.
By default, the Network Firewall is configured in ADC mode, a default allow configuration, in which all
traffic is allowed through the firewall, and any traffic you want to block must be explicitly specified.
The system is configured in this mode by default so all traffic on your system continues to pass after you
provision the Advanced Firewall Manager. You should create appropriate firewall rules to allow necessary
traffic to pass before you switch the Advanced Firewall Manager to Firewall mode. In Firewall mode, a
default deny configuration, all traffic is blocked through the firewall, and any traffic you want to allow
through the firewall must be explicitly specified.

About firewall modes
The BIG-IP® Network Firewall provides policy-based access control to and from address and port pairs,
inside and outside of your network. By default, the network firewall is configured in ADC mode, which is
a default allow configuration, in which all traffic is allowed to virtual servers and self IPs on the system,
and any traffic you want to block must be explicitly specified. This applies only to the Virtual Server &
Self IP level on the system.
Important: Even though the system is in a default allow configuration, if a packet matches no rule in any
context on the firewall, a Global Drop rule drops the traffic.

Configuring the Network Firewall in ADC mode
Use this task to configure the BIG-IP®Network Firewall in ADC mode.
Note: The firewall is configured by default in ADC mode. Use this task to set the firewall back to ADC
mode if you have changed the firewall setting to Firewall mode.
1. On the Main tab, click Security > Options > Network Firewall.
The Firewall Options screen opens.
2. From the Virtual Server & Self IP Contexts list, select the default action Accept for the self IP and
virtual server contexts.
3. Click Update.
The virtual server and self IP contexts for the firewall are changed.

Configuring the Network Firewall to drop traffic that is not specifically allowed
Use this procedure to configure the BIG-IP® Network Firewall to deny all traffic not explicitly allowed. In
the Advanced Firewall Manager this is called Firewall mode, and this is also referred to as a default deny
policy. Firewall mode applies a default deny policy to all self IPs and virtual servers.
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1. On the Main tab, click Security > Options > Network Firewall.
The Firewall Options screen opens.
2. From the Virtual Server & Self IP Contexts list, select the default action Drop for the self IP and
virtual server contexts.
3. Click Update.
The default Virtual Server and Self IP firewall context is changed.
If you are using ConfigSync to synchronize two or more devices, and you set the default action to Drop or
Reject, you must apply the built-in firewall rules _sys_self_allow_defaults or
_sys_self_allow_management to the specific self IPs that are used to support those services. To do
this, add a new rule with the Self IP context, select the Self IP, and select the Rule List rule type. Select
the preconfigured rules from the list of rule lists.
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About Firewall Rules

About firewall rules
The BIG-IP® Network Firewall uses rules to specify traffic handling actions. A rule includes:
Context
The category of object to which the rule applies. Rules can be global and apply to all addresses on the
BIG-IP that match the rule, or they can be specific, applying only to a specific virtual server, or the
management port.
Rule or Rule List
Specifies whether the configuration applies to this specific rule, or to a group of rules.
Source Address
One or more addresses or address lists behind the firewall to which the rule applies.
Source Port
The ports or lists of ports on the system behind the firewall to which the rule applies.
VLAN
Specifies VLANs behind the firewall to which the rule applies.
Destination Address
One or more addresses or address lists outside of the firewall to which the rule applies.
Destination Port
The ports or lists of ports outside of the firewall to which the rule applies.
Protocol
The protocol to which the rule applies. The firewall configuration allows you to select one specific
protocol from a list of more than 250 protocols. The list is separated into a set of common protocols,
and a longer set of other protocols. To apply a rule to more than one protocol, select Any.
Schedule
Specifies a schedule for the firewall rule. You configure schedules to define days and times when the
firewall rule is made active.
Action
Specifies the action (accept, accept decisively, drop, or reject) for the firewall rule.
Logging
Specifies whether logging is enabled or disabled for the firewall rule.

Firewall actions
These listed actions are available in a firewall rule.
Firewall actions are processed within a context. If traffic matches a firewall rule within a given context,
that action is applied to the traffic, and the traffic is then processed again at the next context.
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Firewall
action

Description

Accept

Allows packets with the specified source, destination, and protocol to pass through the current
firewall context. Packets that match the rule, and are accepted, traverse the system as if the
firewall is not present.
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Firewall
action

Description

Accept
Allows packets with the specified source, destination, and protocol to pass through the firewall.
Decisively Packets that match the rule, and are accepted decisively, traverse the system as if the
firewall is not present, and are not processed by rules in any further context after the accept
decisively action applies. If you want a packet to be accepted in one context, and not to
be processed in any remaining context or by the default firewall rules, specify the accept
decisively action. For example, if you want to allow all packets from Network A to reach
every server behind your firewall, you can specify a rule that accepts decisively at the global
context, from that Network A, to any port and address. Then, you can specify that all traffic
is blocked at a specific virtual server, using the virtual server context. Because traffic from
Network A is accepted decisively at the global context, that traffic still traverses the virtual
server.
Drop

Drops packets with the specified source, destination, and protocol. Dropping a packet is a
silent action with no notification to the source or destination systems. Dropping the packet
causes the connection to be retried until the retry threshold is reached.

Reject

Rejects packets with the specified source, destination, and protocol. Rejecting a packet is a
more graceful way to deny a packet, as it sends a destination unreachable message to the
sender. For example, if the protocol is TCP, a TCP RST message is sent. One benefit of using
Reject is that the sending application is notified, after only one attempt, that the connection
cannot be established.

About Network Firewall contexts
With the BIG-IP® Network Firewall, you use a context to configure the level of specificity of a firewall rule
or policy. For example, you might make a global context rule to block ICMP ping messages, and you might
make a virtual server context rule to allow only a specific network to access an application.
Context is processed in this order:
1.
2.
3.
4.
5.

Global
Route domain
Virtual server / self IP
Management port*
Global drop*

The firewall processes policies and rules in order, progressing from the global context, to the route domain
context, and then to either the virtual server or self IP context. Management port rules are processed
separately, and are not processed after previous rules. Rules can be viewed in one list, and viewed and
reorganized separately within each context. You can enforce a firewall policy on any context except the
management port. You can also stage a firewall policy in any context except management.
Important: You cannot configure or change the Global Drop context. The Global Drop context is the final
context for traffic. Note that even though it is a global context, it is not processed first, like the main global
context, but last. If a packet matches no rule in any previous context, the Global Drop rule drops the traffic.
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Figure 1: Firewall context processing hierarchy example

Firewall context descriptions
When you create a firewall rule, you can select one of these listed contexts. Rules for each context form
their own list and are processed both in the context hierarchy, and in the order within each context list.
Firewall
context

Description

Global

A global policy or global inline rules are collected in this firewall context. Global rules
apply to all traffic that traverses the firewall, and global rules are checked first.

Route Domain A route domain policy or route domain inline rules are collected in this context. Route
domain rules apply to a specific route domain defined on the server. Route domain rules
are checked after global rules. If you have not configured a route domain, you can apply
route domain rules to Route Domain 0, which is effectively the same as the global rule
context; however, if you configure another route domain after this, Route Domain 0 is no
longer usable as a global context.
Virtual Server A virtual server policy or virtual server inline rules are collected in this context. Virtual
server rules apply to the selected existing virtual server only. Virtual server rules are
checked after route domain rules.
Self IP
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A self IP policy or self IP inline rules apply to a specified self IP address on the device.
Self IP rules are checked after route domain rules.
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Firewall
context

Description

Management
Port

The management port context collects firewall rules that apply to the management port
on the BIG-IP device. Management port rules are checked independently of any other
rules.

Global Drop

The Global Drop rule drops all traffic that does not match any rule in a previous context.

Creating a network firewall inline rule
If you are going to specify address lists or port lists with this rule, you must create these lists before creating
the firewall rule, or add them after you save the rule.
Create a network firewall rule to manage access from an IP or web network address to a specified network
location, server, or address behind a BIG-IP® system.
Note: You cannot add rules created with this task to a rule list at a later time. You must create rules for a
rule list from within the rule list.
1. On the Main tab, click Security > Network Firewall > Active Rules.
The Active Rules screen opens.
2. In the Active Network Firewall Rules area, click Add to add a firewall rule to the list.
3. From the Context list, select the context for the firewall rule.
For a firewall rule in a rule list, the Rule List context is predefined and cannot be changed.
4. In the Name and Description fields, type the name and an optional description.
5. From the Type list, select whether you are creating a standalone network firewall rule or creating the
rule from a predefined rule list.
If you create a firewall rule from a predefined rule list, most options for creating a firewall rule do not
apply.
6. From the State list, select the rule state.
•
•
•

Select Enabled to apply the firewall rule to the given context and addresses.
Select Disabled to set the firewall rule to not apply at all.
Select Scheduled to apply the firewall rule according to the selected schedule.

7. From the Schedule list, select the schedule for the firewall rule.
This schedule is applied when the firewall rule state is set to Scheduled.
8. From the Protocol list, select the protocol to which the firewall rule applies.
•
•

Select Any to apply the firewall rule to any protocol.
Select the protocol name to apply the rule to a single protocol.

Important: ICMP is handled by BIG-IP at the global or route domain level. Because of this, ICMP
messages receive a response before they reach the virtual server context. You cannot create an inline
rule for ICMP or ICMPv6 on a Self IP context. You can apply a rule list to a Self IP that includes a rule
for ICMP or ICMPv6; however, such a rule will be ignored. To apply firewall actions to the ICMP
protocol, create a rule with the global or route domain context. ICMP rules are evaluated only for
ICMP forwarding requests, and not for the IP addresses of the BIG-IP itself.
Note: Note that you must select a protocol if you specify ports.
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9. From the Source Address list, select the type of source address to which this rule applies.
•
•

•

Select Any to have the rule apply to any IP address outside the firewall.
Select Specify and click Address to specify one or more IP addresses outside the firewall to which
the rule applies. When selected, you can type single IP addresses into the Address field, then click
Add to add them to the address list.
Select Specify and click Address List to select a predefined list of addresses outside the firewall to
which the rule applies. To use an address list with this rule, select the address list and click the Add
button. Similarly, to remove the list from this rule, select the list and click the Delete button.

10. From the Source Port list, select the type of source ports (outside the firewalled network) to which this
rule applies.
•
•

•

•

Select Any to have the rule apply to any port outside the firewall.
Select Specify and click Port to specify one or more ports outside the firewall to which the rule
applies. When selected, you can type single port numbers into the Port field, then click Add to add
them to the port list.
Select Specify and click Port List to specify a list of contiguous port numbers outside the firewall
to which the rule applies. When selected, you can type the start and end ports into the fields, then
click Add to add the ports to the port list.
Select Specify and click Port List to select a predefined list of ports outside the firewall to which
the rule applies. To use a port list with this rule, select the port list and click the Add button. Similarly,
to remove the list from this rule, select the list and click the Delete button.

11. From the Source VLAN list, select the VLAN on which this rule applies.
•
•

Select Any to have the rule apply to traffic on any VLAN through which traffic enters the firewall.
Select Specify to specify one or more VLANs on the firewall to which the rule applies. To use a
VLAN with this rule, move the VLAN from the Available list to the Selected list by clicking the
<< button. Similarly, to remove the VLAN from this rule, click the >> button to move the VLAN
from the Selected list to the Available list.

12. From the Destination Address list, select the type of destination address, behind the firewall, to which
this rule applies.
•
•

•

Select Any to have the rule apply to any IP address inside the firewall.
Select Specify and click Address to specify one or more IP addresses inside the firewall to which
the rule applies. When selected, you can type single IP addresses into the Address field, then click
Add to add them to the address list.
Select Specify and click Address List to select a predefined list of addresses inside the firewall to
which the rule applies. To use an address list with this rule, select the address list and click the Add
button. Similarly, to remove the list from this rule, select the list and click the Delete button.

13. From the Destination Port list, select the type of destination ports, behind the firewall or inside the
firewalled networks, to which this rule applies.
•
•

•

•
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Select Any to have the rule apply to any port inside the firewall.
Select Specify and click Port to specify one or more ports inside the firewall to which the rule
applies. When selected, you can type single port numbers into the Port field, then click Add to add
them to the port list.
Select Specify and click Port List to specify a list of contiguous port numbers inside the firewall to
which the rule applies. When selected, you can type the start and end ports into the fields, then click
Add to add the ports to the port list.
Select Specify and click Port List to select a predefined list of ports inside the firewall to which the
rule applies. To use a port list with this rule, select the port list and click the Add button. Similarly,
to remove the list from this rule, select the list and click the Delete button.
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14. From the Action list, select the firewall action for traffic originating from the specified source address
on the specified protocol. Choose from one of the these actions:
Option
Description
Accept

Allows packets with the specified source, destination, and protocol to pass through
the firewall. Packets that match the rule, and are accepted, traverse the system as if
the firewall is not present.

Accept
Decisively

Allows packets with the specified source, destination, and protocol to pass through
the firewall, and does not require any further processing by any of the further
firewalls. Packets that match the rule, and are accepted, traverse the system as if
the firewall is not present.

Drop

Drops packets with the specified source, destination, and protocol. Dropping a
packet is a silent action with no notification to the source or destination systems.
Dropping the packet causes the connection to be retried until the retry threshold is
reached.

Reject

Rejects packets with the specified source, destination, and protocol. When a packet
is rejected the firewall sends a destination unreachable message to the sender.

15. From the Logging list, enable or disable logging for the firewall rule.
16. Click Finished.
The list screen is displayed, and the new item is displayed.
The new firewall rule is created.

Creating a network firewall rule list
Create a network firewall rule list, to which you can add firewall rules.
1. On the Main tab, click Security > Network Firewall > Rule Lists.
The Rule Lists screen opens.
2. Click the Create button to create a new rule list.
3. In the Name and Description fields, type the name and an optional description.
4. Click Finished.
The list screen is displayed, and the new item is displayed.
The firewall rule list appears in the list.
Add firewall rules to the rule list to define source, destination, and firewall actions.

Adding a network firewall rule to a rule list
Before you add a firewall rule to a rule list, you must create a rule list.
Use this procedure to add a firewall rule to a rule list.
1. On the Main tab, click Security > Network Firewall > Rule Lists.
The Rule Lists screen opens.
2. In the list, click the name of a rule list you previously created.
The Rule List properties screen opens.
3. In the Active Network Firewall Rules area, click Add to add a firewall rule to the list.
4. In the Name and Description fields, type the name and an optional description.
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5. From the State list, select the rule state.
•
•
•

Select Enabled to apply the firewall rule to the given context and addresses.
Select Disabled to set the firewall rule to not apply at all.
Select Scheduled to apply the firewall rule according to the selected schedule.

6. From the Schedule list, select the schedule for the firewall rule.
This schedule is applied when the firewall rule state is set to Scheduled.
7. From the Source Address list, select the type of source address to which this rule applies.
•
•

•

Select Any to have the rule apply to any IP address outside the firewall.
Select Specify and click Address to specify one or more IP addresses outside the firewall to which
the rule applies. When selected, you can type single IP addresses into the Address field, then click
Add to add them to the address list.
Select Specify and click Address List to select a predefined list of addresses outside the firewall to
which the rule applies. To use an address list with this rule, select the address list and click the Add
button. Similarly, to remove the list from this rule, select the list and click the Delete button.

8. From the Source Port list, select the type of source ports (outside the firewalled network) to which this
rule applies.
•
•

•

•

Select Any to have the rule apply to any port outside the firewall.
Select Specify and click Port to specify one or more ports outside the firewall to which the rule
applies. When selected, you can type single port numbers into the Port field, then click Add to add
them to the port list.
Select Specify and click Port List to specify a list of contiguous port numbers outside the firewall
to which the rule applies. When selected, you can type the start and end ports into the fields, then
click Add to add the ports to the port list.
Select Specify and click Port List to select a predefined list of ports outside the firewall to which
the rule applies. To use a port list with this rule, select the port list and click the Add button. Similarly,
to remove the list from this rule, select the list and click the Delete button.

9. From the Source VLAN list, select the VLAN on which this rule applies.
•
•

Select Any to have the rule apply to traffic on any VLAN through which traffic enters the firewall.
Select Specify to specify one or more VLANs on the firewall to which the rule applies. To use a
VLAN with this rule, move the VLAN from the Available list to the Selected list by clicking the
<< button. Similarly, to remove the VLAN from this rule, click the >> button to move the VLAN
from the Selected list to the Available list.

10. From the Destination Address list, select the type of destination address, behind the firewall, to which
this rule applies.
•
•

•

Select Any to have the rule apply to any IP address inside the firewall.
Select Specify and click Address to specify one or more IP addresses inside the firewall to which
the rule applies. When selected, you can type single IP addresses into the Address field, then click
Add to add them to the address list.
Select Specify and click Address List to select a predefined list of addresses inside the firewall to
which the rule applies. To use an address list with this rule, select the address list and click the Add
button. Similarly, to remove the list from this rule, select the list and click the Delete button.

11. From the Destination Port list, select the type of destination ports, behind the firewall or inside the
firewalled networks, to which this rule applies.
•
•
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Select Any to have the rule apply to any port inside the firewall.
Select Specify and click Port to specify one or more ports inside the firewall to which the rule
applies. When selected, you can type single port numbers into the Port field, then click Add to add
them to the port list.
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•

•

Select Specify and click Port List to specify a list of contiguous port numbers inside the firewall to
which the rule applies. When selected, you can type the start and end ports into the fields, then click
Add to add the ports to the port list.
Select Specify and click Port List to select a predefined list of ports inside the firewall to which the
rule applies. To use a port list with this rule, select the port list and click the Add button. Similarly,
to remove the list from this rule, select the list and click the Delete button.

12. From the Protocol list, select the protocol to which the firewall rule applies.
•
•

Select Any to apply the firewall rule to any protocol.
Select the protocol name to apply the rule to a single protocol.

Important: ICMP is handled by BIG-IP at the global or route domain level. Because of this, ICMP
messages receive a response before they reach the virtual server context. You cannot create an inline
rule for ICMP or ICMPv6 on a Self IP context. You can apply a rule list to a Self IP that includes a rule
for ICMP or ICMPv6; however, such a rule will be ignored. To apply firewall actions to the ICMP
protocol, create a rule with the global or route domain context. ICMP rules are evaluated only for
ICMP forwarding requests, and not for the IP addresses of the BIG-IP itself.
Note: Note that you must select a protocol if you specify ports.
13. From the Action list, select the firewall action for traffic originating from the specified source address
on the specified protocol. Choose from one of the these actions:
Option
Description
Accept

Allows packets with the specified source, destination, and protocol to pass through
the firewall. Packets that match the rule, and are accepted, traverse the system as if
the firewall is not present.

Accept
Decisively

Allows packets with the specified source, destination, and protocol to pass through
the firewall, and does not require any further processing by any of the further
firewalls. Packets that match the rule, and are accepted, traverse the system as if
the firewall is not present.

Drop

Drops packets with the specified source, destination, and protocol. Dropping a
packet is a silent action with no notification to the source or destination systems.
Dropping the packet causes the connection to be retried until the retry threshold is
reached.

Reject

Rejects packets with the specified source, destination, and protocol. When a packet
is rejected the firewall sends a destination unreachable message to the sender.

14. From the Logging list, enable or disable logging for the firewall rule.
15. Click Finished.
The list screen is displayed, and the new item is displayed.
A new firewall rule is created, and appears in the Rules list.
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About firewall rule addresses and ports
In a network firewall rule, you have several options for defining addresses and ports. You can use one or
more of these options to configure the ports and addresses to which a firewall rule applies.
Note: You can use any combination of inline addresses, ports, address lists, and port lists in a firewall
rule.
Any (address or port)
In both Source and Destination address and port fields, you can select Any. This specifies that the
firewall rule applies to any address or port.
Inline addresses
An inline address is an IP address that you add directly to the network firewall rule, in either the Source
or Destination Address field. Addresses can be either IPv4 or IPv6, depending on your network
configuration.
Address Lists
An address list is a preconfigured list of IP addresses that you add directly to the BIG-IP® system. You
can then select this list of addresses to use in either the Source or Destination Address field.
Inline ports
An inline port is a port that you add directly to the network firewall rule, in either the Source or
Destination Port field. You can add a single port, or a contiguous port range.
Port lists
A port list is a preconfigured list of ports that you add directly to the BIG-IP system. You can then select
this list of ports to use in either the Source or Destination Port field.

About address lists
An address list is simply a collection of IP addresses saved on the server. You can define one or more
address lists, and you can select one or more address lists in a firewall rule. Firewall address lists can be
used in addition to inline addresses, specified within a particular rule.

Creating an address list
Create an address list to apply to a firewall rule, in order to match IP addresses.
1. On the Main tab, click Security > Network Firewall > Address Lists.
The Address Lists screen opens.
2. Click Create to create a new address list.
3. In the Name and Description fields, type the name and an optional description.
4. In the Addresses area, add and remove addresses.
•
•

26

To add an address, type the address and click Add.
To remove and address, select the address in the Addresses list and click Delete.
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•

To edit an address, select the address in the list and click Edit. The address is removed from the
Addresses list and appears in the editing field. Make your changes to the address, and click Add.

5. Click Finished.
The list screen is displayed, and the new item is displayed.

About port lists
A port list is simply a collection of port numbers saved on the server. You can define one or more port lists,
and you can select one or more port lists in a firewall rule. Firewall port lists can be used in addition to
inline ports, specified within a particular firewall rule.

Creating a port list
Create a port list to apply to a firewall rule, in order to match ports.
1. On the Main tab, click Security > Network Firewall > Port Lists.
The Port Lists screen opens.
2. Click Create to create a new port list.
3. In the Name and Description fields, type the name and an optional description.
4. In the Ports area, add and remove ports.
•
•
•
•

To add a single port, select Single Port, then type the port number, and click Add.
To add a contiguous range of ports, select Port Range, then type the start and end port in the fields.
Click Add to add the range of ports to the port list.
To remove and address, Select the address in the Addresses list and click Delete.
To edit a port entry, select the port or port range in the list and click Edit. The port or port range is
removed from the Ports list and appears in the editing field. Make your changes to the port or range,
and click Add.

5. Click Finished.
The list screen is displayed, and the new item is displayed.
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About Network Firewall schedules
With a Network Firewall schedule, you can configure date ranges, days of the week, and time ranges for
when a firewall rule is applied.
A schedule must be selected in a firewall rule or rule list, to apply to that firewall rule or rule list. The
firewall rule or rule list must also be set to the Scheduled state.
When you configure a schedule for a rule list, the rules within the rule list can only be enabled when the
rule list is enabled by the schedule. This means that even if the individual rules in a rule list have schedules,
the rules are not enabled by their schedules unless the rule list is also enabled by the rule list schedule.

Creating a schedule
Create a schedule to define the times, dates, and days of the week for when a firewall rule is applied.
1. On the Main tab, click Security > Network Firewall > Schedules.
The Schedules screen opens.
2. Click Create to create a new firewall schedule.
3. In the Name and Description fields, type the name and an optional description.
4. In the Date Range area, define the range of dates over which the schedule applies.
•
•

•

•

Select Indefinite to have the schedule apply immediately, and run indefinitely. This makes the
schedule active until you change the date range, or delete the schedule.
Select Until to have the schedule apply immediately, and define an end date. This makes the schedule
active now, and disables it when the end date is reached. Click in the field to choose an end date
from a pop-up calendar.
Select After to have the schedule apply after the specified date, run indefinitely. This makes the
schedule active starting on the selected date, until you change the start date, or delete the schedule.
Click in the field to choose a start date from a pop-up calendar.
Select Between to apply the schedule starting on the specified start date, and ending on the specified
end date. Click in the fields to choose the start and end dates from a pop-up calendar.

5. In the Time Range area, define the times over which the firewall rule applies.
•
•

Select All Day to have the schedule apply all day, for every day specified in the date range.
Select Between to apply the schedule starting at the specified time, and ending at the specified time
each day. Select the start and end hours and minutes from the popup, or click Now to set the current
time.
Note: Specify the hours according to a 24-hour clock. For example, you can specify 3:00 PM with
the setting 15.

6. In the Days Valid area, select the days of the week when the schedule is valid. Select check boxes for
days of the week when the rule applies, and clear check boxes for days of the week when the schedule
does not apply.
7. Click Finished.
The list screen is displayed, and the new item is displayed.
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About IP intelligence in the network firewall
The network firewall checks traffic against an IP intelligence database to automatically handle traffic from
known bad or questionable IP addresses. You can control the actions for each category of IP addresses in
the network firewall.

IP address intelligence categories
Along with the IP address, the IP intelligence database stores the category that explains the reason that the
IP address is considered untrustworthy.
Category

Description

Windows
exploits

IP addresses that have exercised various exploits against Windows resources using
browsers, programs, downloaded files, scripts, or operating system vulnerabilities.

Web attacks

IP addresses that have launched web attacks of various forms.

Botnets

IP addresses of computers that are infected with malicious software and are controlled
as a group, and are now part of a botnet. Hackers can exploit botnets to send spam
messages, launch various attacks, or cause target systems to behave in other unpredictable
ways.

Scanners

IP addresses that have been observed to perform port scans or network scans, typically
to identify vulnerabilities for later exploits.

Denial of
Service

IP addresses that have launched Denial of Service (DoS) attacks. These attacks are
usually requests for legitimate services, but occur at such a fast rate that targeted systems
cannot respond and become bogged down or unable to service legitimate clients.

Infected Sources IP addresses that issue HTTP requests with a low reputation index score, or are known
malware sites.
Phishing

IP addresses that are associated with phishing web sites that masquerade as legitimate
web sites.

Proxy

IP addresses that are associated with web proxies that shield the originator's IP address
(such as anonymous proxies).

Configuring the firewall to check IP address reputations
You can verify IP reputation with the network firewall, and automatically allow or deny packets based on
the reputation of the originating IP address.
1. On the Main tab, click Security > Network Firewall > IP Intelligence.
The IP Intelligence screen opens.
2. Click Create to create a new IP Intelligence rule.
3. In the Name field, type a name for the IP intelligence profile.
4. From the Parent Profile list, select the parent profile on which the IP intelligence profile is to be based.
5. To configure any custom settings for the IP intelligence profile, next to Settings, click the Custom
check box.
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6. For each IP address intelligence category, you can select an action.
•
•
•

Select Accept to allow packets from sources of the specified type, as identified by the IP address
intelligence database.
Select Warn to write a warning to the log and allow packets from sources of the specified type, as
identified by the IP address intelligence database.
Select Reject to drop and send a reject message for packets from sources of the specified type, as
identified by the IP address intelligence database.

7. Click Finished.
The list screen is displayed, and the new item is displayed.
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Overview: Configuring local Network Firewall event logging
You can configure the BIG-IP® system to log detailed information about BIG-IP system Network Firewall
events and store those logs on the BIG-IP system.
Important: The BIG-IP system Advanced Firewall Manager™ (AFM™) must be licensed and provisioned
before you can configure Network Firewall event logging.

Task summary
Perform these tasks to configure Network Firewall logging locally on the BIG-IP® system.
Note: Enabling logging and storing the logs locally impacts BIG-IP system performance.
Creating a local Network Firewall Logging profile
Configuring an LTM virtual server for Network Firewall event logging
Viewing Network Firewall event logs locally on the BIG-IP system
Disabling logging

Creating a local Network Firewall Logging profile
Create a custom Logging profile to log BIG-IP® system Network Firewall events locally on the BIG-IP
system.
1. On the Main tab, click Security > Event Logs > Logging Profiles.
The Logging Profiles list screen opens.
2. Click Create.
The New Logging Profile screen opens.
3. In the Profile Name field, type a unique name for the profile.
4. Select the Network Firewall check box.
5. In the Network Firewall area, from the Publisher list, select local-db-publisher.
6. For the Log Rule Matches setting, select how the BIG-IP system logs packets that match ACL rules.
You can select any or all of the options.
Option
Description
Option

Enables or disables logging of packets that match ACL rules
configured with:

Accept

action=Accept

Drop

action=Drop

Reject

action=Reject

7. Select the Log IP Errors check box, to enable logging of IP error packets.
8. Select the Log TCP Errors check box, to enable logging of TCP error packets.
9. Select the Log TCP Events check box, to enable logging of open and close of TCP sessions.
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10. In the IP Intelligence area, from the Publisher list, select local-db-publisher.
Note: The IP Address Intelligence feature must be enabled and licensed.
11. Click Finished.
Assign this custom Network Firewall Logging profile to a virtual server.

Configuring an LTM virtual server for Network Firewall event logging
Ensure that at least one log publisher exists on the BIG-IP® system.
Assign a custom Network Firewall Logging profile to a virtual server when you want the BIG-IP system
to log Network Firewall events on the traffic that the virtual server processes.
Note: This task applies only to LTM®-provisioned systems.
1. On the Main tab, click Local Traffic > Virtual Servers.
The Virtual Server List screen opens.
2. Click the name of the virtual server you want to modify.
3. On the menu bar, click Security > Policies.
The screen displays Policy Settings and Inline Rules settings.
4. From the Log Profile list, select Enabled. Then, for the Profile setting, move the profiles that log
specific events to specific locations from the Available list to the Selected list.
5. Click Update to save the changes.

Viewing Network Firewall event logs locally on the BIG-IP system
Ensure that the BIG-IP® system is configured to log the types of events you want to view, and to store the
log messages locally on the BIG-IP system.
When the BIG-IP system is configured to log events locally, you can view those events using the
Configuration utility.
1. On the Main tab, click Security > Event Logs > Network > Firewall.
The Network Firewall event log displays.
2. To search for specific events, click Custom Search. Drag the event data that you want to search for
from the Event Log table into the Custom Search table, and then click Search.

Disabling logging
Disable Network Firewall, Protocol Security, or DoS Protection event logging when you no longer want
the BIG-IP® system to log specific events on the traffic handled by specific resources.
Note: You can disable and re-enable logging for a specific resource based on your network administration
needs.
1. On the Main tab, click Local Traffic > Virtual Servers.
The Virtual Server List screen opens.
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2. Click the name of the virtual server you want to modify.
3. On the menu bar, click Security > Policies.
The screen displays Policy Settings and Inline Rules settings.
4. From the Log Profile list, select Disabled.
5. Click Update to save the changes.
The BIG-IP system does not log the events specified in this profile for the resources to which this profile
is assigned.

Implementation result
You now have an implementation in which the BIG-IP® system logs specific Network Firewall events and
stores the logs in a local database on the BIG-IP system.
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Overview: Configuring remote high-speed Network Firewall event logging
You can configure the BIG-IP® system to log information about the BIG-IP system Network Firewall events
and send the log messages to remote high-speed log servers.
Important: The BIG-IP system Advanced Firewall Manager™ (AFM™) must be licensed and provisioned
before you can configure Network Firewall event logging.
When configuring remote high-speed logging of Network Firewall events, it is helpful to understand the
objects you need to create and why, as described here:
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Object to create in implementation

Reason

Pool of remote log servers

Create a pool of remote log servers to which the
BIG-IP system can send log messages.

Destination (unformatted)

Create a log destination of Remote High-Speed Log
type that specifies a pool of remote log servers.

Destination (formatted)

If your remote log servers are the ArcSight, Splunk,
or Remote Syslog type, create an additional log
destination to format the logs in the required format
and forward the logs to a remote high-speed log
destination.

Publisher

Create a log publisher to send logs to a set of
specified log destinations.

Logging profile

Create a custom Logging profile to enable logging
of user-specified data at a user-specified level, and
associate a log publisher with the profile.

LTM® virtual server

Associate a custom Logging profile with a virtual
server to define how the BIG-IP system logs security
events on the traffic that the virtual server processes.
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Figure 2: Association of remote high-speed logging configuration objects

Task summary
Perform these tasks to configure remote high-speed network firewall logging on the BIG-IP® system.
Note: Enabling remote high-speed logging impacts BIG-IP system performance.
Creating a pool of remote logging servers
Creating a remote high-speed log destination
Creating a formatted remote high-speed log destination
Creating a publisher
Creating a custom Network Firewall Logging profile
Configuring an LTM virtual server for Network Firewall event logging
Disabling logging

Creating a pool of remote logging servers
Before creating a pool of log servers, gather the IP addresses of the servers that you want to include in the
pool. Ensure that the remote log servers are configured to listen to and receive log messages from the
BIG-IP® system.
Create a pool of remote log servers to which the BIG-IP system can send log messages.
1. On the Main tab, click Local Traffic > Pools.
The Pool List screen opens.
2. Click Create.
The New Pool screen opens.
3. In the Name field, type a unique name for the pool.
4. Using the New Members setting, add the IP address for each remote logging server that you want to
include in the pool:
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a) Type an IP address in the Address field, or select a node address from the Node List.
b) Type a service number in the Service Port field, or select a service name from the list.
Note: Typical remote logging servers require port 514.
c) Click Add.
5. Click Finished.

Creating a remote high-speed log destination
Before creating a remote high-speed log destination, ensure that at least one pool of remote log servers
exists on the BIG-IP® system.
Create a log destination of the Remote High-Speed Log type to specify that log messages are sent to a pool
of remote log servers.
1. On the Main tab, click System > Logs > Configuration > Log Destinations.
The Log Destinations screen opens.
2. Click Create.
3. In the Name field, type a unique, identifiable name for this destination.
4. From the Type list, select Remote High-Speed Log.
Important: If you use log servers such as Remote Syslog, Splunk, or ArcSight, which require data be
sent to the servers in a specific format, you must create an additional log destination of the required
type, and associate it with a log destination of the Remote High-Speed Log type. This allows the BIG-IP
system to send data to the servers in the required format.
The BIG-IP system is configured to send an unformatted string of text to the log servers.
5. From the Pool Name list, select the pool of remote log servers to which you want the BIG-IP system
to send log messages.
6. From the Protocol list, select the protocol used by the high-speed logging pool members.
7. Click Finished.

Creating a formatted remote high-speed log destination
Ensure that at least one remote high-speed log destination exists on the BIG-IP® system.
Create a formatted logging destination to specify that log messages are sent to a pool of remote log servers,
such as Remote Syslog, Splunk, or ArcSight servers.
1. On the Main tab, click System > Logs > Configuration > Log Destinations.
The Log Destinations screen opens.
2. Click Create.
3. In the Name field, type a unique, identifiable name for this destination.
4. From the Type list, select a formatted logging destination, such as Remote Syslog, Splunk, or ArcSight.
Important: ArcSight formatting is only available for logs coming from the network Application Firewall
Manager (AFM) and the Application Security Manager (ASM™).
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The BIG-IP system is configured to send a formatted string of text to the log servers.
5. If you selected Remote Syslog, from the Syslog Format list, select a format for the logs, and then from
the High-Speed Log Destination list, select the destination that points to a pool of remote Syslog servers
to which you want the BIG-IP system to send log messages.
6. If you selected Splunk or ArcSight, from the Forward To list, select the destination that points to a
pool of high-speed log servers to which you want the BIG-IP system to send log messages.
7. Click Finished.

Creating a publisher
Ensure that at least one destination associated with a pool of remote log servers exists on the BIG-IP®
system.
Create a publisher to specify where the BIG-IP system sends log messages for specific resources.
1. On the Main tab, click System > Logs > Configuration > Log Publishers.
The Log Publishers screen opens.
2. Click Create.
3. In the Name field, type a unique, identifiable name for this publisher.
4. For the Destinations setting, select a destination from the Available list, and click << to move the
destination to the Selected list.
Note: If you are using a formatted destination, select the destination that matches your log servers,
such as Remote Syslog, Splunk, or ArcSight.
5. Click Finished.

Creating a custom Network Firewall Logging profile
Create a custom Logging profile to log messages about BIG-IP® system Network Firewall events.
1. On the Main tab, click Security > Event Logs > Logging Profiles.
The Logging Profiles list screen opens.
2. Click Create.
The New Logging Profile screen opens.
3. In the Name field, type a unique name for the profile.
4. Select the Network Firewall check box.
5. In the Network Firewall area, from the Publisher list, select the Publisher the BIG-IP system uses to
log Network Firewall events.
6. For the Log Rule Matches setting, select how the BIG-IP system logs packets that match ACL rules.
You can select any or all of the options.
Option
Description
Option

Enables or disables logging of packets that match ACL rules
configured with:

Accept

action=Accept

Drop

action=Drop

Reject

action=Reject
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7. Select the Log IP Errors check box, to enable logging of IP error packets.
8. Select the Log TCP Errors check box, to enable logging of TCP error packets.
9. Select the Log TCP Events check box, to enable logging of open and close of TCP sessions.
10. From the Storage Format list, select how the BIG-IP system formats the log. Your choices are:
Option
Description
None

Specifies the default format type in which the BIG-IP system logs messages to a
remote Syslog server, for example:
"management_ip_address","bigip_hostname","context_type",
"context_name","src_ip","dest_ip","src_port",
"dest_port","vlan","protocol","route_domain",
"acl_rule_name","action","drop_reason

Field-List

This option allows you to:
•
•
•

User-Defined

Select from a list, the fields to be included in the log.
Specify the order the fields display in the log.
Specify the delimiter that separates the content in the log. The default delimiter
is the comma character

This option allows you to:
•
•

Select from a list, the fields to be included in the log.
Cut and paste, in a string of text, the order the fields display in the log.

11. In the IP Intelligence area, from the Publisher list, select the publisher that the BIG-IP system uses to
log source IP addresses, which according to an IP Address Intelligence database have a bad reputation,
and the name of the bad reputation category.
Note: The IP Address Intelligence feature must be enabled and licensed.
12. Click Finished.
Assign this custom network firewall Logging profile to a virtual server.

Configuring an LTM virtual server for Network Firewall event logging
Ensure that at least one log publisher exists on the BIG-IP® system.
Assign a custom Network Firewall Logging profile to a virtual server when you want the BIG-IP system
to log Network Firewall events on the traffic that the virtual server processes.
Note: This task applies only to LTM®-provisioned systems.
1. On the Main tab, click Local Traffic > Virtual Servers.
The Virtual Server List screen opens.
2. Click the name of the virtual server you want to modify.
3. On the menu bar, click Security > Policies.
The screen displays Policy Settings and Inline Rules settings.
4. From the Log Profile list, select Enabled. Then, for the Profile setting, move the profiles that log
specific events to specific locations from the Available list to the Selected list.
5. Click Update to save the changes.
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Disabling logging
Disable Network Firewall, Protocol Security, or DoS Protection event logging when you no longer want
the BIG-IP® system to log specific events on the traffic handled by specific resources.
Note: You can disable and re-enable logging for a specific resource based on your network administration
needs.
1. On the Main tab, click Local Traffic > Virtual Servers.
The Virtual Server List screen opens.
2. Click the name of the virtual server you want to modify.
3. On the menu bar, click Security > Policies.
The screen displays Policy Settings and Inline Rules settings.
4. From the Log Profile list, select Disabled.
5. Click Update to save the changes.
The BIG-IP system does not log the events specified in this profile for the resources to which this profile
is assigned.

Implementation result
You now have an implementation in which the BIG-IP® system logs specific Network Firewall events and
sends the logs to a remote log server.
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About deploying the network firewall in ADC mode
The BIG-IP® Network Firewall provides policy-based access control to and from address and port pairs
inside and outside of your network. By default the network firewall is configured in ADC mode, which is
a default allow configuration, in which all traffic is allowed through the firewall, and any traffic you want
to block must be explicitly specified.
To understand this firewall scenario, imagine that your prerequisite system load-balances all traffic from
the internet to several internal servers. The internal servers are:
Device and location

IP address

Traffic type

Externally accessible FTP server 70.168.15.104

FTP

Application virtual server

192.168.15.101

HTTP, FTP

Server on internal network

10.10.1.10

HTTP, HTTPS

Server on internal network

10.10.1.11

HTTP, HTTPS

The system does not have a separate route domain configured, however you can use Route Domain 0, which
is essentially the same as a global rule.
In order for traffic from the internal application virtual server to reach the external network virtual server,
you must create a VLAN and enable both internal and external virtual servers on it. In this scenario, these
VLANs are specified:
VLAN

Configuration

net_ext

Enabled on 70.168.15.0/24, 192.168.15.101

net_int

Includes pool members 10.10.1.10, 10.10.1.11

In addition, in this firewall configuration, there are three external networks that must be firewalled:
Network

Policy

60.63.10.0/24

Allow all access

85.34.12.0/24

Deny all access

48.64.32.0/24

Allow FTP, deny HTTP and HTTPS

To set up this scenario, you configure addresses, ports, and firewall rules specific to these networks, ports,
and addresses. You will also configure a firewall rule that denies all ICMP traffic, to prevent pinging of
network devices.
Figure 3: Firewall in ADC mode configuration scenario
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Configuring the Network Firewall in ADC mode
Use this task to configure the BIG-IP®Network Firewall in ADC mode.
Note: The firewall is configured by default in ADC mode. Use this task to set the firewall back to ADC
mode if you have changed the firewall setting to Firewall mode.
1. On the Main tab, click Security > Options > Network Firewall.
The Firewall Options screen opens.
2. From the Virtual Server & Self IP Contexts list, select the default action Accept for the self IP and
virtual server contexts.
3. Click Update.
The virtual server and self IP contexts for the firewall are changed.
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Creating a VLAN for the network firewall
Create a VLAN with tagged interfaces, so that each of the specified interfaces can process traffic destined
for that VLAN.
1. On the Main tab, click Network > VLANs.
The VLAN List screen opens.
2. Click Create.
The New VLAN screen opens.
3. In the Name field, type a unique name for the VLAN.
For purposes of this implementation, name the VLAN net_ext.
4. For the Interfaces setting, click an interface number or trunk name from the Available list, and use the
Move button to add the selected interface or trunk to the Tagged list. Repeat this step as necessary.
You can use the same interface for other VLANs later, if you always assign the interface as a tagged
interface.
5. Select the Source Check check box if you want the system to verify that the return route to an initial
packet is the same VLAN from which the packet originated.
6. In the MTU field, retain the default number of bytes (1500).
7. If you want to base redundant-system failover on VLAN-related events, select the Fail-safe box.
8. Click Finished.
The screen refreshes, and displays the new VLAN in the list.
The new VLAN appears in the VLAN list.
Enable the new VLAN on both the network virtual server and the application virtual server.

Configuring an LTM virtual server with a VLAN for Network Firewall
For this implementation, at least two virtual servers and one at least one VLAN are assumed, though your
configuration might be different.
You enable two virtual servers on the same VLAN to allow traffic from hosts on one virtual server to reach
or pass through the other. In the Network Firewall, if you are using multiple virtual servers to allow or deny
traffic to and from specific hosts behind different virtual servers, you must enable those virtual servers on
the same VLAN.
Tip: By default, the virtual server is set to share traffic on All VLANs and Tunnels. This configuration
will work for your VLANs, but in the firewall context specifying or limiting VLANs that can share traffic
provides greater security.
1. On the Main tab, click Local Traffic > Virtual Servers.
The Virtual Server List screen opens.
2. Click the name of the virtual server you want to modify.
3. From the VLAN and Tunnel Traffic list, select Enabled on. Then, for the VLANs and Tunnels setting,
move the VLAN or VLANs on which you want to allow the virtual servers to share traffic from the
Available list to the Selected list.
4. Click Update to save the changes.
5. Repeat this task for all virtual servers that must share traffic over the VLAN.
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The virtual servers on which you enabled the same VLAN can now pass traffic.

Adding a firewall rule to deny ICMP
Use this task to create a firewall rule at the Global context, that denies ICMP packets globally.
1. On the Main tab, click Security > Network Firewall > Active Rules.
The Active Rules screen opens.
2. In the Active Network Firewall Rules area, click Add to add a firewall rule to the list.
3. From the Context list, select the Global context.
4. In the Name field, type deny_icmp.
5. From the Type list, select Rule.
6. From the State list, select Enabled.
7. From the Protocol list, select ICMP.
8. In the ICMP Message area, from the Type list, select Any, and click the Add button.
Tip: You can optionally deny only ICMP ping requests, by selecting Echo (8) from the Type list, and
clicking Add.
9. Leave the Source area configured to allow Any address, port, and VLAN.
10. Leave the Destination area configured to allow Any address or port.
11. From the Action list, select Drop or Reject.
These options either drop ICMP packets from any source and port to any port and address, or send a
reject message and reset the the connection.
12. From the Logging list, enable or disable logging for the firewall rule.
13. Click Finished.
The list screen is displayed, and the new item is displayed.
A new firewall rule is created, and appears in the firewall rule list. This firewall rule denies all access to
and from all sources and destinations on the ICMP protocol.

Creating an address list
Use this procedure to specify the address list to apply to allow access to specific source addresses.
1. On the Main tab, click Security > Network Firewall > Address Lists.
The Address Lists screen opens.
2. Click Create to create a new address list.
3. In the name field, type ADDR_LIST1.
4. In the Addresses area, add the following addresses: 48.63.32.0/24 and 60.63.10.0/24. Click Add
after you type each address.
5. Click Finished.
The list screen is displayed, and the new item is displayed.
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Denying access with firewall rules on the network virtual server
The firewall rules in this example apply in the virtual server context. For purposes of this example, the
external network-facing virtual server has an IP address of 70.168.15.0/24. The network virtual server
is configured with a pool that includes a publically accessible FTP server at 70.168.15.104, and an
application virtual server at 192.168.15.101.
Use this task to create a firewall rule that allows all traffic from the networks on the address list
ADDR_LIST1, and another firewall rule that denies all traffic. This serves the purpose of allowing all traffic
from the networks that are allowed access, and denying all other traffic.
1. On the Main tab, click Security > Network Firewall > Active Rules.
The Active Rules screen opens.
2. In the Active Network Firewall Rules area, click Add to add a firewall rule to the list.
3. Select the Virtual Server context, then select the external network virtual server (in this example,
70.168.15.0/24).
4. In the Name field, type allow_addr_list.
From the Type list, select Rule.
From the State list, select Enabled.
From the Protocol list, select Any.
In the Source area, from the Address list, select List.
From the Source Available list, select ADDR_LIST1, then click the << button to move ADDR_LIST1 to
the Selected list.
10. Leave the Destination area configured with the default Any / Any settings.
11. From the Action list, select Accept.
This allows packets from any source on the list to the any destination and port on any protocol on the
DMZ network.
12. From the Logging list, enable or disable logging for the firewall rule.
13. Click the Repeat button.
The rule is saved, and a new rule creation page opens, with the same information, so you can create a
similar rule.
14. In the Name field, type deny_all.
5.
6.
7.
8.
9.

15. In the Source area, in the Address list, select Any.
16. Leave the Destination area configured to deny access to Any address or port.
17. From the Action list, select Reject.
This creates a deny all rule for the virtual server.
18. From the Logging list, enable or disable logging for the firewall rule.
19. Click Finished.
The list screen is displayed, and the new item is displayed.
20. From the Context list, select Virtual Server.
21. From the Virtual Server list, select the network virtual server.
22. Click the Filter button.
The list screen opens, and all firewall rules that apply to the virtual server are displayed.
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Denying access with firewall rules on the application virtual server
The firewall rules in this example apply in the virtual server context. For purposes of this example, the
application virtual server on the internal network has an IP address of 192.168.15.101, and is configured
to load balance traffic to servers 10.10.1.10 and 10.10.1.11 on ports 80 and 443.
Use this task to create a firewall rule that denies all traffic from the network 48.64.32.0/24 to the internal
application servers behind the virtual server 192.168.15.101.
1. On the Main tab, click Security > Network Firewall > Active Rules.
The Active Rules screen opens.
2. In the Active Network Firewall Rules area, click Add to add a firewall rule to the list.
3. Select the Virtual Server context, then select the application virtual server (in this example,
192.168.15.101).
4. In the Name field, type deny_network_48
5. From the Type list, select Rule.
6. From the State list, select Enabled.
7. From the Schedule list, select None.
8. From the Protocol list, select Any.
9. In the Source area, from the Address list, select Specify.
10. In the address field, type 48.64.32.0/24.
11. Leave the Destination area configured to deny access to Any address or port.
12. From the Action list, select Drop or Reject.
This drops packets from the 48.64.32.0 network to any source.
13. From the Logging list, enable or disable logging for the firewall rule.
14. Click Finished.
The list screen is displayed, and the new item is displayed.
15. From the Context list, select Virtual Server.
16. From the Virtual Server list, select the application virtual server.
17. Click the Filter button.
The firewall rules are created, and are displayed on the list screen for the application virtual server.
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About Firewall mode in the Network Firewall
The BIG-IP® Advanced Firewall Manager™ (AFM™) provides policy-based access control to and from
address and port pairs, inside and outside of your network. In this scenario, the network firewall is configured
in Firewall mode, a default deny configuration, in which all traffic is blocked through the firewall, and any
traffic you want to allow must be explicitly specified.
To understand this firewall scenario, imagine that your prerequisite system load-balances all traffic from
the Internet to several internal servers. The internal servers are:
Device and location

IP address

Traffic type

Server on DMZ network

70.168.15.104

FTP

Server on internal network

10.10.1.10

HTTP, HTTPS

Server on internal network

10.10.1.11

HTTP, HTTPS

In order for traffic from the internal application virtual server to reach the external network virtual server,
you must create a VLAN and enable both internal and external virtual servers on it. In this scenario, these
VLANs are specified:
VLAN

Configuration

net_ext

Enabled on 70.168.15.0/24, 192.168.15.101

net_int

Includes pool members 10.10.1.10, 10.10.1.11

In addition, in this firewall configuration, there are three external networks that must be firewalled:
Network

Policy

60.63.10.0/24

Allow all access

85.34.12.0/24

Deny all access

48.64.32.0/24

Allow FTP, deny HTTP and HTTPS

To set up this scenario, you configure addresses, ports, and firewall rules specific to these networks, ports,
and addresses.
Figure 4: Firewall configuration scenario
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Configuring the Network Firewall to drop traffic that is not specifically allowed
Use this procedure to configure the BIG-IP® Network Firewall to deny all traffic not explicitly allowed. In
the Advanced Firewall Manager this is called Firewall mode, and this is also referred to as a default deny
policy. Firewall mode applies a default deny policy to all self IPs and virtual servers.
1. On the Main tab, click Security > Options > Network Firewall.
The Firewall Options screen opens.
2. From the Virtual Server & Self IP Contexts list, select the default action Drop for the self IP and
virtual server contexts.
3. Click Update.
The default Virtual Server and Self IP firewall context is changed.
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If you are using ConfigSync to synchronize two or more devices, and you set the default action to Drop or
Reject, you must apply the built-in firewall rules _sys_self_allow_defaults or
_sys_self_allow_management to the specific self IPs that are used to support those services. To do
this, add a new rule with the Self IP context, select the Self IP, and select the Rule List rule type. Select
the preconfigured rules from the list of rule lists.

Creating a VLAN for the network firewall
Create a VLAN with tagged interfaces, so that each of the specified interfaces can process traffic destined
for that VLAN.
1. On the Main tab, click Network > VLANs.
The VLAN List screen opens.
2. Click Create.
The New VLAN screen opens.
3. In the Name field, type a unique name for the VLAN.
For purposes of this implementation, name the VLAN net_ext.
4. For the Interfaces setting, click an interface number or trunk name from the Available list, and use the
Move button to add the selected interface or trunk to the Tagged list. Repeat this step as necessary.
You can use the same interface for other VLANs later, if you always assign the interface as a tagged
interface.
5. Select the Source Check check box if you want the system to verify that the return route to an initial
packet is the same VLAN from which the packet originated.
6. In the MTU field, retain the default number of bytes (1500).
7. If you want to base redundant-system failover on VLAN-related events, select the Fail-safe box.
8. Click Finished.
The screen refreshes, and displays the new VLAN in the list.
The new VLAN appears in the VLAN list.
Enable the new VLAN on both the network virtual server and the application virtual server.

Configuring an LTM virtual server with a VLAN for Network Firewall
For this implementation, at least two virtual servers and one at least one VLAN are assumed, though your
configuration might be different.
You enable two virtual servers on the same VLAN to allow traffic from hosts on one virtual server to reach
or pass through the other. In the Network Firewall, if you are using multiple virtual servers to allow or deny
traffic to and from specific hosts behind different virtual servers, you must enable those virtual servers on
the same VLAN.
Tip: By default, the virtual server is set to share traffic on All VLANs and Tunnels. This configuration
will work for your VLANs, but in the firewall context specifying or limiting VLANs that can share traffic
provides greater security.
1. On the Main tab, click Local Traffic > Virtual Servers.
The Virtual Server List screen opens.
2. Click the name of the virtual server you want to modify.
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3. From the VLAN and Tunnel Traffic list, select Enabled on. Then, for the VLANs and Tunnels setting,
move the VLAN or VLANs on which you want to allow the virtual servers to share traffic from the
Available list to the Selected list.
4. Click Update to save the changes.
5. Repeat this task for all virtual servers that must share traffic over the VLAN.
The virtual servers on which you enabled the same VLAN can now pass traffic.

Creating an address list
Use this procedure to specify the address list to apply to allow access to specific source addresses.
1. On the Main tab, click Security > Network Firewall > Address Lists.
The Address Lists screen opens.
2. Click Create to create a new address list.
3. In the name field, type ADDR_LIST1.
4. In the Addresses area, add the following addresses: 48.63.32.0/24 and 60.63.10.0/24. Click Add
after you type each address.
5. Click Finished.
The list screen is displayed, and the new item is displayed.

Allowing access from networks on an address list with a firewall rule
The firewall rules in this example apply in the virtual server context. For purposes of this example, the
external network-facing virtual server is named ex_VS and has an IP address of 70.168.15.0/24.
Create a firewall rule that allows traffic from the networks on ADDR_LIST1 to the DMZ network, which
includes an FTP server that is publicly addressed, and two internal servers on a second virtual server.
1. On the Main tab, click Security > Network Firewall > Active Rules.
The Active Rules screen opens.
2. In the Active Network Firewall Rules area, click Add to add a firewall rule to the list.
3. From the Context list, select Virtual Server, and then select the external virtual server (in the example,
ex_VS).
4. In the Name field, type allow_addr_list.
5. From the Type list, select Rule.
6. From the State list, select Enabled.
7. From the Protocol list, select Any.
8. In the Source area, from the Address list, select Specify, and click Address List.
9. From the list, select /Common/ADDR_LIST1, then click Add to add ADDR_LIST1 to the list.
10. Leave the Destination area configured with the default Any / Any settings.
11. From the Action list, select Accept.
This allows packets from any source on the list to the any destination and port on any protocol on the
DMZ network.
12. From the Logging list, enable or disable logging for the firewall rule.
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13. Click Finished.
The list screen is displayed, and the new item is displayed.
A new firewall rule is created, and appears in the firewall rule list.

Allowing access from a network to a virtual server with a firewall rule
The firewall rules in this example apply in the virtual server context. For purposes of this example, the
application virtual server is behind the network virtual server with an IP address of 192.168.15.101 and
configured for traffic on ports 80 and 443.
Use this procedure to create a firewall rule that allows traffic from a specific external network to the HTTP
and HTTPS servers behind an application virtual server.
1. On the Main tab, click Security > Network Firewall > Active Rules.
The Active Rules screen opens.
2. In the Active Network Firewall Rules area, click Add to add a firewall rule to the list.
3. In the Context field, select Virtual Server, and select the application virtual server (in the example,
192.168.15.101.
4. In the Name field, type allow_app_vs.
5.
6.
7.
8.
9.

From the Type list, select Rule.
From the State list, select Enabled.
From the Protocol list, select Any.
In the Source area, from the Address list, select Specify.
In the address field, type 60.63.10.0/24, then click the Add button.

10. Leave the Destination area configured with the default Any / Any settings.
11. From the Action list, select Accept.
This allows packets from the specified source to any destination and port on any protocol on the internal
virtual server. You could specify HTTP and HTTPS protocols, and the internal server addresses, but
since these are the only addresses and protocols behind the virtual server, that level of granularity is not
necessary.
12. From the Logging list, enable or disable logging for the firewall rule.
13. Click Finished.
The list screen is displayed, and the new item is displayed.
A new firewall rule is created, and appears in the firewall rule list.
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About firewall policies
The BIG-IP® Network Firewall policies combine one or more inline rules or rule lists, and apply them as a
combined policy to one or more contexts. Such policies are applied to a context directly, and cannot coexist
in that context with inline rules. You can configure a context to use either a specific firewall policy or inline
rules, but not both. A firewall policy and inline rules are mutually exclusive of each other. However, firewall
context precedence does apply, so inline rules at the global context, for example, apply even if they contradict
rules applied at a lower precedence context; for example, at a virtual server.
You can apply a network firewall policy as a staged policy, while continuing to enforce existing inline rules,
or you can apply one firewall policy while staging another policy. A staged policy allows you to evaluate
the effect a policy has on traffic by analyzing the system logs, without actually modifying traffic based on
the firewall rules.

Creating a Network Firewall policy
Use this procedure to create a BIG-IP® Network Firewall policy.
1. On the Main tab, click Security > Network Firewall > Policies.
The Policies screen opens.
2. Click Create to create a new policy.
3. Type a name and optional description for the firewall policy.
4. Click Finished.
The Policies screen shows the new policy in the policy list.
Define firewall rules for the policy to make it function.

Creating a Network Firewall policy rule
If you are going to specify address lists or port lists to use with this rule, you must create these lists before
creating the firewall policy rule, or add them after you save the policy rule.
Create a network firewall policy rule to manage access from an IP or web network address to a specified
network location, server, or address behind a BIG-IP® system.
Note: You cannot add rules created with this task to a rule list at a later time. You must create rules for a
rule list from within the rule list. Similarly, you cannot use the rules created in a policy to apply as inline
rules in another context, though you can use rule lists in a policy rule.
1. On the Main tab, click Security > Network Firewall > Policies.
The Policies screen opens.
2. Click the name of the network firewall policy to which you want to add rules.
3. In the Active Network Firewall Rules area, click Add to add a firewall rule to the list.
4. In the Name and Description fields, type the name and an optional description.
5. From the Type list, select whether you are creating a standalone network firewall policy rule or creating
the rule from a predefined rule list.
If you create a firewall policy rule from a predefined rule list, most options for creating a firewall policy
rule do not apply.
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6. From the State list, select the rule state.
•
•
•

Select Enabled to apply the firewall policy rule to the addresses and ports specified.
Select Disabled to set the firewall policy rule to not apply at all.
Select Scheduled to apply the firewall policy according to the selected schedule.

7. From the Schedule list, select the schedule for the firewall policy rule.
This schedule is applied when the firewall policy rule state is set to Scheduled.
8. From the Protocol list, select the protocol to which the firewall rule applies.
•
•

Select Any to apply the firewall rule to any protocol.
Select the protocol name to apply the rule to a single protocol.

Important: ICMP is handled by BIG-IP at the global or route domain level. Because of this, ICMP
messages receive a response before they reach the virtual server context. You cannot create an inline
rule for ICMP or ICMPv6 on a Self IP context. You can apply a rule list to a Self IP that includes a rule
for ICMP or ICMPv6; however, such a rule will be ignored. To apply firewall actions to the ICMP
protocol, create a rule with the global or route domain context. ICMP rules are evaluated only for
ICMP forwarding requests, and not for the IP addresses of the BIG-IP itself.
Note: Note that you must select a protocol if you specify ports.
9. From the Source Address list, select the type of source address to which this rule applies.
•
•

•

Select Any to have the rule apply to any IP address outside the firewall.
Select Specify and click Address to specify one or more IP addresses outside the firewall to which
the rule applies. When selected, you can type single IP addresses into the Address field, then click
Add to add them to the address list.
Select Specify and click Address List to select a predefined list of addresses outside the firewall to
which the rule applies. To use an address list with this rule, select the address list and click the Add
button. Similarly, to remove the list from this rule, select the list and click the Delete button.

10. From the Source Port list, select the type of source ports (outside the firewalled network) to which this
rule applies.
•
•

•

•

Select Any to have the rule apply to any port outside the firewall.
Select Specify and click Port to specify one or more ports outside the firewall to which the rule
applies. When selected, you can type single port numbers into the Port field, then click Add to add
them to the port list.
Select Specify and click Port List to specify a list of contiguous port numbers outside the firewall
to which the rule applies. When selected, you can type the start and end ports into the fields, then
click Add to add the ports to the port list.
Select Specify and click Port List to select a predefined list of ports outside the firewall to which
the rule applies. To use a port list with this rule, select the port list and click the Add button. Similarly,
to remove the list from this rule, select the list and click the Delete button.

11. From the Source VLAN list, select the VLAN on which this rule applies.
•
•

Select Any to have the rule apply to traffic on any VLAN through which traffic enters the firewall.
Select Specify to specify one or more VLANs on the firewall to which the rule applies. To use a
VLAN with this rule, move the VLAN from the Available list to the Selected list by clicking the
<< button. Similarly, to remove the VLAN from this rule, click the >> button to move the VLAN
from the Selected list to the Available list.

12. From the Destination Address list, select the type of destination address, behind the firewall, to which
this rule applies.
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•
•

•

Select Any to have the rule apply to any IP address inside the firewall.
Select Specify and click Address to specify one or more IP addresses inside the firewall to which
the rule applies. When selected, you can type single IP addresses into the Address field, then click
Add to add them to the address list.
Select Specify and click Address List to select a predefined list of addresses inside the firewall to
which the rule applies. To use an address list with this rule, select the address list and click the Add
button. Similarly, to remove the list from this rule, select the list and click the Delete button.

13. From the Destination Port list, select the type of destination ports, behind the firewall or inside the
firewalled networks, to which this rule applies.
•
•

•

•

Select Any to have the rule apply to any port inside the firewall.
Select Specify and click Port to specify one or more ports inside the firewall to which the rule
applies. When selected, you can type single port numbers into the Port field, then click Add to add
them to the port list.
Select Specify and click Port List to specify a list of contiguous port numbers inside the firewall to
which the rule applies. When selected, you can type the start and end ports into the fields, then click
Add to add the ports to the port list.
Select Specify and click Port List to select a predefined list of ports inside the firewall to which the
rule applies. To use a port list with this rule, select the port list and click the Add button. Similarly,
to remove the list from this rule, select the list and click the Delete button.

14. From the Action list, select the firewall action for traffic originating from the specified source address
on the specified protocol. Choose from one of the these actions:
Option
Description
Accept

Allows packets with the specified source, destination, and protocol to pass through
the firewall. Packets that match the rule, and are accepted, traverse the system as if
the firewall is not present.

Accept
Decisively

Allows packets with the specified source, destination, and protocol to pass through
the firewall, and does not require any further processing by any of the further
firewalls. Packets that match the rule, and are accepted, traverse the system as if
the firewall is not present.

Drop

Drops packets with the specified source, destination, and protocol. Dropping a
packet is a silent action with no notification to the source or destination systems.
Dropping the packet causes the connection to be retried until the retry threshold is
reached.

Reject

Rejects packets with the specified source, destination, and protocol. When a packet
is rejected the firewall sends a destination unreachable message to the sender.

15. From the Logging list, enable or disable logging for the firewall rule.
16. Click Finished.
The list screen is displayed, and the new item is displayed.
The new firewall policy rule is created.

Setting a global firewall policy
You can create a virtual server with a firewall policy, to provide policy-based network firewall actions at
the virtual server.
1. On the Main tab, click Security > Network Firewall > Active Rules.
The Active Rules screen opens.
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2. Under Active Network Firewall Rules, click the Global link.
The Global Firewall Rules screen opens.
3. To enforce rules from a firewall policy in the selected context, in the Network Firewall area, from the
Enforcement list, select Policy Rules, then select the firewall policy to enforce from the Policy list.
4. To stage rules from a firewall policy in the selected context, in the Network Firewall area, from the
Staging list, select Enabled, then select the firewall policy to stage from the Policy list.
The policy rules you selected are enforced at the global level. If you chose to stage policy rules, the results
of those rules are logged, but not enforced.

Configuring a route domain with a firewall policy
This task requires a pre-existing route domain.
On a route domain, you can set firewall policies for enforcement and staging. Use this task to set firewall
policies on an existing route domain. You create a route domain on BIG-IP® system to segment (isolate)
traffic on your network. Route domains are useful for multi-tenant configurations.
1. On the Main tab, click Network > Route Domains.
The Route Domain List screen opens.
2. Click the name of the route domain to show the route domain configuration.
3. Click on the Security tab.
4. To enforce rules from a firewall policy on the route domain, in the Network Firewall area, from the
Enforcement list, select Policy Rules, then select the firewall policy to enforce from the Policy list.
5. To stage rules from a firewall policy on the route domain, in the Network Firewall area, from the Staging
list, select Enabled, then select the firewall policy to stage from the Policy list.
6. To enforce any inline rules that apply to the route domain, and not apply a firewall policy, in the Network
Firewall area, from the Enforcement list, select Inline Rules.
7. Click Update to save the changes to the route domain.
You now have configured a route domain on the BIG-IP system, with either firewall policies or inline rules
enforced at the route domain context.

Setting network firewall policies for a self IP address
Ensure that you have created a self IP address.
You can configure network firewall rules at a self IP address by inline rule, or you can enforce a firewall
policy. You can also stage a firewall policy to check the effect without affecting traffic.
1. On the Main tab, click Network > Self IPs.
The Self IPs screen opens.
2. Click on the self IP address to which you want to add a network firewall policy.
3. Click the Security tab.
4. To enforce rules from a firewall policy on the self IP, in the Network Firewall area, from the Enforcement
list, select Policy Rules, then select the firewall policy to enforce from the Policy list.
5. To stage rules from a firewall policy on the self IP, in the Network Firewall area, from the Staging list,
select Enabled, then select the firewall policy to stage from the Policy list.
6. To enforce any inline rules that apply to the self IP, and not apply a firewall policy, in the Network
Firewall area, from the Enforcement list, select Inline Rules.
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7. Click Update to save the changes to the self IP.
The selected self IP now enforces or stages rules according to your selections.

Creating a virtual server with a firewall policy
You can create a virtual server with a firewall policy, to provide policy-based network firewall actions at
the virtual server.
1. On the Main tab, click Local Traffic > Virtual Servers.
The Virtual Server List screen opens.
2. Click the Create button.
The New Virtual Server screen opens.
3. In the Name field, type a unique name for the virtual server.
4. For the Destination setting, in the Address field, type the IP address you want to use for the virtual
server.
The IP address you type must be available and not in the loopback network.
5. In the Service Port field, type * or select * All Ports from the list.
6. Click Finished.
7. Click the name of the virtual server you want to modify.
8. On the menu bar, click Security > Policies.
The screen displays Policy Settings and Inline Rules settings.
9. To enforce rules from a firewall policy on the virtual server, in the Network Firewall area, from the
Enforcement list, select Policy Rules, then select the firewall policy to enforce from the Policy list.
10. To stage rules from a firewall policy on the virtual server, in the Network Firewall area, from the Staging
list, select Enabled, then select the firewall policy to stage from the Policy list.
11. Click Update to save the changes.
The policy rules you selected are enforced on the virtual server. If you chose to stage policy rules, the results
of those rules are logged, but not enforced.

Viewing enforced and staged policy rule logs
With BIG-IP® Advanced Firewall Manager™, you can choose to enforce either inline firewall rules or a
firewall policy for a specific context. You can also choose to stage policies for a specific context. Staged
policies apply all of the specified firewall rules to the policy context, but do not enforce the firewall action.
Therefore, the result of a staged policy is informational only, and the result can be analyzed in the firewall
logs. This topic describes how to view and search for enforced and staged policy rules in the local network
firewall logs.

Viewing Network Firewall enforced policy events on the local BIG-IP system
Ensure that the BIG-IP® system is configured to log the types of events you want to view, and to store the
log messages locally on the BIG-IP system.
When the BIG-IP system is configured to log events locally, you can view those events using the
Configuration utility.
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1. On the Main tab, click Security > Event Logs > Network > Firewall.
The Network Firewall event log displays.
2. To search for enforced policy events, in the search field, type Enforced, then click Search.
3. To narrow your search for enforced events, click Custom Search. Drag the Enforced text from the
Policy Type column to the custom search table. Narrow your search further by dragging other items
from the log display, for example, from the action, policy, or rule columns. the event data that you want
to search for from the Event Log table into the Custom Search table, and then click Search.

Viewing Network Firewall staged policy events on the local BIG-IP system
Ensure that the BIG-IP® system is configured to log the types of events you want to view, and to store the
log messages locally on the BIG-IP system.
When the BIG-IP system is configured to log events locally, you can view those events using the
Configuration utility.
1. On the Main tab, click Security > Event Logs > Network > Firewall.
The Network Firewall event log displays.
2. To search for staged policy events, in the search field, type Staged, then click Search.
3. To narrow your search for staged policy events, click Custom Search. Drag the Staged text from the
Policy Type column to the custom search table. Narrow your search further by dragging other items
from the log display, for example, from the action, policy, or rule columns. the event data that you want
to search for from the Event Log table into the Custom Search table, and then click Search.
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