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About role-based user access

BIG-IQ provides you with the tools you need to provide granular access to users. You decide what BIG-
IP objects a user interacts with, and how. The BIG-IQ components you use for applying role-based user
access are:

& .
ah
Role Type Resource Group
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set of permissions
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Pre-requisites

To complete this use case, you must have administrator access to BIG-1Q and have:

Configured BIG-1Q.
Discovered a BIG-IP device and imported the LTM service.
Configured the SharePoint application on that BIG-IP device.

Configured authentication for your users. In this use case scenario, we use BIG-IQ local
authentication.

Overview: Providing a user access to a SharePoint application hosted on

BIG-IP

This use case scenario walks you through the tasks you'll need to provide a user access to a single
application, SharePoint, that is hosted on your managed BIG-IP device.

The required tasks are:

Role Type

Create a custom role type associated with one or more services. Then select the type of resources
(object types) this role needs to do their job, and then specify how you want to allow this role type to
interact with those objects. For this example:

* Select the Local Traffic (LTM) service.

* Create a role type named SharePoint Management.

» Select the Virtual Server: Local Traffic and add it to the selected resources.

» Provide permissions for this role type to read, add, edit, and delete those objects.

Resource Group

Create a custom resource group that contains the specific resources you want to provide access to. For
this example:

» Create a resource group, SharePoint Server.
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* Select the SharePoint Management role type to narrow the service and object types displayed to
only those this role type has permissions to.

¢ Select the Local Traffic (LTM) service.

* Select the Virtual Server: Local Traffic service

* Locate the virtual server that is hosting your SharePoint application, and add it to the selected
resources.

Role

Create a custom role associated with the custom role type, and assign the custom resource group to
that role. For this example:

¢ Create a custom role called SharePoint Manager.
* Associate the SharePoint Management role type to it.
* Associate the SharePoint Server resource group to it.

User

Create a user and associate it with the role you created. For this example:

* Create a user named Sam.
» Associate the user with the SharePoint Manager role.

Create a custom role type with permissions to access LTM virtual servers

_I Create a Custam | : Create a . .! Add a User to the
| Resource Group | Custom Role | Custom Role

The first step to providing your user access to an application is to create a custom role type and define a
set of permissions to specify how that role type interacts with objects that are associated with a service.

In this example, we'll be providing access to BIG-IP virtual servers (because your applications are hosted
on BIG-IP virtual servers) with permissions to read, add, edit, and delete all associated objects.

Note: At this point, you're just defining the object type you want a custom role type to interact with. You'll
select the specific BIG-IP virtual server hosting your SharePoint application when you create a resource

group.
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At the top of the screen, click System.

On the left, click ROLE MANAGEMENT > Custom Role Types.
Near the top of the screen, click the Add button.

Give this role type a name. Name: SharePoint Management

A description is optional.

From the Services list, select Local Traffic (LTM).

. In the Object Type list, select the check box next to Virtual Servers: Local Traffic.

Important: When you select an object type, the screen displays related object types. As you know,
interactions and relationships between objects in your network can be complex. Because of that, it's
best to leave all of the objects selected. This ensures you don't unintentionally limit this role type's
ability to manage the SharePoint application.

Click the Add Selected Resources button.
All of the objects associated with virtual servers appear in the Selected Objects Types list.

Next to each object type, select check box beneath the permissions you want to give to this role type.

You must select at least one permission for each Selected Object Type.
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Your screen should now look like this:
5 |BIGIQ

Click the Save & Close button at the bottom of the screen.

The role type you created displays in the Role Type list.

Now you can create a resource group that contains the specific virtual server hosting your SharePoint
application.

Create a resource group containing the virtual server hosting SharePoint

Create a Custom | Create a | Add a User to the
Role Type Custom Role | Custom Role

Create a resource group containing the BIG-IP virtual server (and associated objects) hosting your
SharePoint application. This allows you to give the access and permissions you specified for the
associated role type only to this virtual server.

1.
2.
3.

On the left, click ROLE MANAGEMENT > Custom Resource Groups.
Near the top of the screen, click the Add button.
Give this resource group a name. Name: SharePoint Server

A description is optional.

4. From the Role Type list, select SharePoint Management.
5. From the Select Service list, select Local Traffic (LTM).

Tip: For other scenarios, you can add several types of objects, but for this application, we're only
adding one.

From the Select Object Type list, select Virtual Servers: Local Traffic.

Select the check box next to the virtual server hosting your SharePoint and click the Add Selected
button.

Tip: For this scenario, we want to limit access to only the server hosting the SharePoint application,
so leave the Source option set as Selected Instances. For other applications or scenarios, you might
want to provide access to any existing virtual servers and any virtual servers created in the future. In
that case, you would select the Any Instance setting.

The virtual server you selected displays in the Selected Resources list. Your screen should look
similar to the following.
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8. Click the Save & Close button.

Now you can assign your SharePoint Management role type and the SharePoint Server resource group to
arole.

Create a custom role for the SharePoint Manager

After you create a resource group that contains the virtual server hosting your SharePoint application,
you can create a SharePoint Manager role and associate it with your custom SharePoint Management role
type and SharePoint Server resource group.

Create a Custom .. Create a Custom

Role Type Resource Group

Add a User to the
Custom Role

In this example, we'll be creating a role for SharePoint Manager.

1. On the left, click ROLE MANAGEMENT > Roles.
2. Near the top of the screen, click the Add button.
3. Give the new role a name, SharePoint Manager.
A description is optional.
4. From the Role Type list, select SharePoint Management.
5. For the Role Mode setting, select an option.
* Relaxed Mode — If you select this option, users associated with this role can view and manage all
objects you've given explicit permission to, and it can see (but won't be able to manage) related
objects for associated services.

« Strict Mode — If you select this option, users associated with this role can view and manage only
the specific objects you’ve given explicit permission to.

Tip: Refer to the screenshots that follow for an example of the differences.

6. From the Resource Groups Available list, select the check box next to SharePoint Server and move
it the Selected list.

7. To view the user access permissions associated with this role, click the View Permissions button
towards the bottom of the screen.
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You'd see something similar to the following if you created the role in Relaxed Mode.

Can wveew all objecrs relared to the Loc e {LT e ] = modl those they have & o as s | o
Marmi & Type Sarvicet ReGOURTE Grougs Read Add  Edn Delete  Specil
L Clisnr 551 Profies T L 1] I
g HTTP Profiles Lol T . ’
T

ek
Poct Memnbers Local Traffic (LTMI  SharePoinc Server i v v # Dizable  Enabde
Posls ocal Tratfic {LTRA)
Server 5L Prafiles Lowal Traffic (LT
Vimml Servers: Local Traffic  Local Traffic (LT # Dabie  Enabie

Cancal
In contrast, this is what you would see if you created the role in Strict Mode.
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Tip: It's a good idea to leave this in Relaxed Mode so you don't unintentionally limit a user's ability
to see related objects.

Your screen should look similar to the following:

8. Click the Save & Close button at the bottom of the screen.

You can now associate users with this custom role.

Add a SharePoint manager user
Add a locally-authenticated user with access to the SharePoint application hosted on the BIG-IP virtual
server resource group you created.
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Create a Custom Create a Custom . Create a
Role Type Resource Group Custormn Role

On the left, click USER MANAGEMENT > Users.
Near the top of the screen, click the Add button.
Fill in the details for this user.

From the Roles Available list, select the check box next to SharePoint Manager and move it to the
Selected list.
Your screen should look similar to the following:

WP

5. Click the Save & Close button at the bottom of the screen.
The new user you created displays in the Users list.

You can now log in to the BIG-IQ system with this user's name and password. Once you verify
everything is displaying properly, give this user their user name and password. Be sure to let them know
that because of their resource and permission settings, they might not have access to every screen or
object a co-worker might.
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Publication Number
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Copyright
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Patents

This product may be protected by one or more patents indicated at: ttps://f5.com/about-us/policies/
patents.

Link Controller Availability

This product is not currently available in the U.S.

Export Regulation Notice

This product may include cryptographic software. Under the Export Administration Act, the United
States government may consider it a criminal offense to export this product from the United States.

RF Interference Warning

This is a Class A product. In a domestic environment this product may cause radio interference, in which
case the user may be required to take adequate measures.

FCC Compliance

This equipment has been tested and found to comply with the limits for a Class A digital device pursuant
to Part 15 of FCC rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This unit generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference, in which case the user, at his own expense, will be
required to take whatever measures may be required to correct the interference.

Any modifications to this device, unless expressly approved by the manufacturer, can void the user's
authority to operate this equipment under part 15 of the FCC rules.

Canadian Regulatory Compliance

This Class A digital apparatus complies with Canadian ICES-003.

Standards Compliance

This product conforms to the IEC, European Union, ANSI/UL and Canadian CSA standards applicable to
Information Technology products at the time of manufacture.
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residential area is likely to cause harmful interference, in which case the user, at his own expense, will be
required to take whatever measures may be required to correct the interference.

Any modifications to this device, unless expressly approved by the manufacturer, can void the user's
authority to operate this equipment under part 15 of the FCC rules.

Canadian Regulatory Compliance

This Class A digital apparatus complies with Canadian ICES-003.

Standards Compliance

This product conforms to the IEC, European Union, ANSI/UL and Canadian CSA standards applicable to
Information Technology products at the time of manufacture.
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