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Deploying a Carrier Grade NAT
•
•

About the carrier-grade NAT (CGNAT)
module
Task summary

Deploying a Carrier Grade NAT

About the carrier-grade NAT (CGNAT) module
The carrier-grade network address translation (CGNAT) module on the BIG-IP® system supports large
groups of translation addresses using large-scale NAT (LSN) pools and grouping of address-translation-related
options in an ALG profile, which can be assigned to multiple virtual servers. It also has the ability to match
virtual servers based on client address to destination addresses and ports. Other characteristics of the CGNAT
module are listed here.
Translation address persistence
The CGNAT module can assign the same external (translation) address to all connections originated by the
same internal client. For example, providing endpoint-independent address mapping.
Automatic external inbound connection handling
CGNAT can accept inbound external connections to active translation address/port combinations to facilitate
endpoint-independent filtering as described in section 5 of RFC 4787. This is also known as a full-cone
NAT.
More efficient logging
Log messages that map external addresses and ports back to internal clients for troubleshooting and law
enforcement/legal compliance are supported.
Deterministic assignment of translation addresses
Deterministic mode is an option to assign translation address and port based on the client address/port and
destination address/port. It uses reversible mapping to reduce logging, while maintaining translated IP
address discoverability for troubleshooting and law compliance. Deterministic mode also provides an option
to configure backup-members.
Licensing
Geared toward service providers, the CGNAT module is offered as a stand-alone license or as an add-on
license for Local Traffic Manager™ (LTM®) and Policy Enforcement Manager (PEM).

About ALG Profiles
Application Layer Gateway (ALG) profiles provide the CGNAT with enough protocol and service knowledge
to carry out the necessary application protocol header and payload modifications that allow these protocols
to seamlessly traverse the NAT. FTP, RSTP, and SIP profiles are supported with ALG profiles and may be
added to the CGNAT configuration as needed.
Important: ALG traffic cannot use a deterministically-mapped address. Using a separate NAPT pool for
these translations is recommended.

Task summary
Perform these tasks to deploy a source translation using CGNAT.
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Creating an LSN pool
Configuring a SIP ALG profile
Configuring a CGNAT iRule
Creating a virtual server for an LSN pool
Creating a CGNAT tunnel

Creating an LSN pool
The CGNAT module must be enabled through System > Resource Provisioning before LSN pools can be
configured.
Large Scale NAT (LSN) pools are used by the CGNAT module to allow efficient configuration of translation
prefixes and parameters.
1. On the Main tab, click Carrier Grade NAT > LSN Pools.
The LSN Pool List screen opens.
2. Click Create.
3. Enter a unique name in the Name field.
4. In the Configuration area, for the Member List setting, enter an address and a prefix length in the
Address/Prefix Length field and click Add.
If your pool uses deterministic mode, ensure that any address ranges you enter as a member do not
overlap another member's prefix address ranges. For example, the address and prefix 10.10.10.0/24
overlaps 10.10.10.0/23.
5. Click Finished.
Your LSN pool is now ready and you can continue to configure your CGNAT.

Configuring a SIP ALG profile
You must have a SIP registrar and proxy configured prior to using a SIP ALG profile.
The SIP ALG profile provides the CGNAT module with enough protocol and service knowledge to make
specified packet modifications to the IP and TCP/UDP headers, as well as the SIP payload during translation.
Important: Only edit copies of the included ALG profiles to avoid unwanted propagation of settings to
other profiles that use the included profiles as parents.
1. On the Main tab, click Carrier Grade NAT > ALG Profiles > SIP.
The SIP screen opens and displays a list of available SIP ALG profiles.
2. Click Create to open the New SIP Profile screen.
3. Enter a name for the new profile.
4. From the Parent Profile list, select sip as the new profile.
5. For the Terminate on BYE setting, select the Enabled check box.
6. Select the Dialog Aware check box, and enter a unique community string in the Community field.
7. From the Insert Via Header list, select Enabled.
8. Click Finished to save the new SIP ALG profile.
9. You must also create two virtual servers: one to handle SIP TCP traffic and another to handle SIP UDP
traffic.
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a) Create a host virtual server with a Source address of 0.0.0.0/0 and a Destination type set as
Network, as well as a Mask of 0.0.0.0 and a Service Port of 5060.
b) From the Protocol list, select TCP.
c) From the SIP Profile list, select a SIP profile.
d) From the VLAN and Tunnel Traffic list, select All VLANs and Tunnels.
e) From the LSN Pool list, select an LSN pool.
f) Repeat the virtual server creation procedure, and then from the Protocol list, choose UDP. Also
choose the SSL client, SSL server, and Authentication profiles from their respective lists as needed.
You now have a TCP and UDP virtual server to handle SIP traffic.
You now have a SIP ALG profile for use by CGNAT.

Configuring a CGNAT iRule
You create iRules® to automate traffic forwarding for XML content-based routing. When a match occurs,
an iRule event is triggered, and the iRule directs the individual request to an LSN pool, a node, or virtual
server.
1. On the Main tab, click Carrier Grade NAT > iRules.
The iRule List screen opens.
2. Click Create.
3. In the Name field, type a 1 to 31 character name, such as cgn_https_redirect_iRule.
4. In the Definition field, type the syntax for the iRule using Tool Command Language (Tcl) syntax.
For complete and detailed information iRules syntax, see the F5 Networks DevCentral web site
(http://devcentral.f5.com).
5. Click Finished.
You now have an iRule to use with a CGNAT virtual server.

Creating a virtual server for an LSN pool
Virtual servers are matched based on source (client) addresses. Define a virtual server that references the
CGNAT profile and the LSN pool.
1. On the Main tab, click Carrier Grade NAT > Virtual Servers.
The Virtual Servers screen opens.
2. Click the Create button.
The New Virtual Server screen opens.
3. In the Name field, type a unique name for the virtual server.
4. From the Type list, select Performance (Layer 4).
5. For the Destination setting, in the Address field, type 0.0.0.0 to allow all traffic to be translated.
6. In the Service Port field, type * or select * All Ports from the list.
7. From the VLAN and Tunnel Traffic list, select Enabled on. Then, for the VLANs and Tunnels setting,
move the VLAN or VLANs on which you want to allow the virtual servers to share traffic from the
Available list to the Selected list.
8. For the LSN Pool setting, select the pool that this server will draw on for translation addresses.
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9. In the Resources area of the screen, for the iRules setting, select the name of the iRule that you want to
assign and using the Move button, move the name from the Available list to the Enabled list.
10. Click Finished.
The custom CGNAT virtual server now appears in the CGNAT Virtual Servers list.

Creating a CGNAT tunnel
Many translations use tunneling to move TCP/UDP traffic where the payload is other IP traffic. Create and
configure a tunnel for use with an LSN pool.
1. On the Main tab, click Carrier Grade NAT > Tunnels.
The Tunnels screen opens.
2. Click Create.
The New Tunnel screen opens.
3. In the Name field, type a unique name for the tunnel.
4. In the Local Address field, type the IP address of the BIG-IP system.
5. From the Remote Address list, select Specify, and type a wildcard address (:: or 0.0.0.0) as the
other end of the tunnel.
6. Click Finished.
Your CGNAT tunnel is ready to use as an egress interface in an LSN Pool.
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About NAT64
Task summary

Using NAT64 to Map IPv6 Addresses to IPv4 Destinations

About NAT64
For the BIG-IP® system CGNAT module, NAT64 is the NAT type that maps IPv6 subscriber private
addresses to IPv4 Internet public addresses. NAT64 translates subscriber IPv6 addresses to public Internet
IPv4 addresses and allows Internet traffic from an IPv6 client to reach a public IPv4 server. The CGNAT
module processes NAT64 traffic, as defined in RFC 6146 for TCP and UDP addresses.

Figure 1: Diagram of a NAT64 network

Task summary
Perform these tasks to use NAT64 to map IPv6 addresses to IPv4 destinations.
Creating a NAT64 LSN pool
Creating a virtual server for an LSN pool
Configuring a SIP ALG profile
Configuring a CGNAT iRule

Creating a NAT64 LSN pool
The CGNAT module must be enabled through System > Resource Provisioning before LSN pools can be
configured.
A NAT64 LSN pool contains the set of IPv4 address ranges that will be used on the public Internet.
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1. On the Main tab, click Carrier Grade NAT > LSN Pools.
The LSN Pool List screen opens.
2. Click Create.
3. Enter a unique name in the Name field.
4. Enter an address and a prefix length in Address/Prefix Length and click Add.
5. Click Finished.
Your LSN pool is now ready and you can continue to configure your CGNAT.

Creating a virtual server for an LSN pool
Virtual servers are matched based on source (client) addresses. Define a virtual server that references the
CGNAT profile and the LSN pool.
1. On the Main tab, click Carrier Grade NAT > Virtual Servers.
The Virtual Servers screen opens.
2. Click the Create button.
The New Virtual Server screen opens.
3. In the Name field, type a unique name for the virtual server.
4. From the Type list, select Performance (Layer 4).
5. For the Destination setting, in the Address field, type 0.0.0.0 to allow all traffic to be translated.
6. In the Service Port field, type * or select * All Ports from the list.
7. From the VLAN and Tunnel Traffic list, select Enabled on. Then, for the VLANs and Tunnels setting,
move the VLAN or VLANs on which you want to allow the virtual servers to share traffic from the
Available list to the Selected list.
8. For the LSN Pool setting, select the pool that this server will draw on for translation addresses.
9. In the Resources area of the screen, for the iRules setting, select the name of the iRule that you want to
assign and using the Move button, move the name from the Available list to the Enabled list.
10. Click Finished.
The custom CGNAT virtual server now appears in the CGNAT Virtual Servers list.

Configuring a SIP ALG profile
You must have a SIP registrar and proxy configured prior to using a SIP ALG profile.
The SIP ALG profile provides the CGNAT module with enough protocol and service knowledge to make
specified packet modifications to the IP and TCP/UDP headers, as well as the SIP payload during translation.
Important: Only edit copies of the included ALG profiles to avoid unwanted propagation of settings to
other profiles that use the included profiles as parents.
1. On the Main tab, click Carrier Grade NAT > ALG Profiles > SIP.
The SIP screen opens and displays a list of available SIP ALG profiles.
2. Click Create to open the New SIP Profile screen.
3. Enter a name for the new profile.
4. From the Parent Profile list, select sip as the new profile.
5. For the Terminate on BYE setting, select the Enabled check box.
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6.
7.
8.
9.

Select the Dialog Aware check box, and enter a unique community string in the Community field.
From the Insert Via Header list, select Enabled.
Click Finished to save the new SIP ALG profile.
You must also create two virtual servers: one to handle SIP TCP traffic and another to handle SIP UDP
traffic.
a) Create a host virtual server with a Source address of 0.0.0.0/0 and a Destination type set as
Network, as well as a Mask of 0.0.0.0 and a Service Port of 5060.
b) From the Protocol list, select TCP.
c) From the SIP Profile list, select a SIP profile.
d) From the VLAN and Tunnel Traffic list, select All VLANs and Tunnels.
e) From the LSN Pool list, select an LSN pool.
f) Repeat the virtual server creation procedure, and then from the Protocol list, choose UDP. Also
choose the SSL client, SSL server, and Authentication profiles from their respective lists as needed.
You now have a TCP and UDP virtual server to handle SIP traffic.

You now have a SIP ALG profile for use by CGNAT.

Configuring a CGNAT iRule
You create iRules® to automate traffic forwarding for XML content-based routing. When a match occurs,
an iRule event is triggered, and the iRule directs the individual request to an LSN pool, a node, or virtual
server.
1. On the Main tab, click Carrier Grade NAT > iRules.
The iRule List screen opens.
2. Click Create.
3. In the Name field, type a 1 to 31 character name, such as cgn_https_redirect_iRule.
4. In the Definition field, type the syntax for the iRule using Tool Command Language (Tcl) syntax.
For complete and detailed information iRules syntax, see the F5 Networks DevCentral web site
(http://devcentral.f5.com).
5. Click Finished.
You now have an iRule to use with a CGNAT virtual server.
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Using NAT44 to Translate IPv4 Addresses

About NAT44
For the BIG-IP® system CGNAT module, NAT44 is the NAT type that maps IPv4 subscriber private
addresses to IPv4 Internet public addresses. Translation addresses and ports are set in LSN pools. The
CGNAT module performs NAT44 translations for all IP traffic.

Figure 2: Diagram of a NAT44 network

About CGNAT hairpinning
An optional feature on the BIG-IP system, hairpinning routes traffic from one subscriber's client to an
external address of another subscriber's server, where both client and server are located in the same subnet.
To each subscriber, it appears that the other subscriber's address is on an external host and on a different
subnet. The BIG-IP system can recognize this situation and send, or hairpin, the message back to the origin
subnet so that the message can reach its destination.
Note: At present hairpinning works with all BIG-IP CGNAT scenarios except NAT64.

Task summary
Perform these tasks to translate IPv4 addresses using NAT44.
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Creating an LSN pool
Creating a virtual server for an LSN pool
Configuring a SIP ALG profile
Configuring a CGNAT iRule

Creating an LSN pool
The CGNAT module must be enabled through System > Resource Provisioning before LSN pools can be
configured.
Large Scale NAT (LSN) pools are used by the CGNAT module to allow efficient configuration of translation
prefixes and parameters.
1. On the Main tab, click Carrier Grade NAT > LSN Pools.
The LSN Pool List screen opens.
2. Click Create.
3. Enter a unique name in the Name field.
4. In the Configuration area, for the Member List setting, enter an address and a prefix length in the
Address/Prefix Length field and click Add.
If your pool uses deterministic mode, ensure that any address ranges you enter as a member do not
overlap another member's prefix address ranges. For example, the address and prefix 10.10.10.0/24
overlaps 10.10.10.0/23.
5. Click Finished.
Your LSN pool is now ready and you can continue to configure your CGNAT.

Creating a virtual server for an LSN pool
Virtual servers are matched based on source (client) addresses. Define a virtual server that references the
CGNAT profile and the LSN pool.
1. On the Main tab, click Carrier Grade NAT > Virtual Servers.
The Virtual Servers screen opens.
2. Click the Create button.
The New Virtual Server screen opens.
3. In the Name field, type a unique name for the virtual server.
4. From the Type list, select Performance (Layer 4).
5. For the Destination setting, in the Address field, type 0.0.0.0 to allow all traffic to be translated.
6. In the Service Port field, type * or select * All Ports from the list.
7. From the VLAN and Tunnel Traffic list, select Enabled on. Then, for the VLANs and Tunnels setting,
move the VLAN or VLANs on which you want to allow the virtual servers to share traffic from the
Available list to the Selected list.
8. For the LSN Pool setting, select the pool that this server will draw on for translation addresses.
9. In the Resources area of the screen, for the iRules setting, select the name of the iRule that you want to
assign and using the Move button, move the name from the Available list to the Enabled list.
10. Click Finished.
The custom CGNAT virtual server now appears in the CGNAT Virtual Servers list.
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Configuring a SIP ALG profile
You must have a SIP registrar and proxy configured prior to using a SIP ALG profile.
The SIP ALG profile provides the CGNAT module with enough protocol and service knowledge to make
specified packet modifications to the IP and TCP/UDP headers, as well as the SIP payload during translation.
Important: Only edit copies of the included ALG profiles to avoid unwanted propagation of settings to
other profiles that use the included profiles as parents.
1. On the Main tab, click Carrier Grade NAT > ALG Profiles > SIP.
The SIP screen opens and displays a list of available SIP ALG profiles.
2. Click Create to open the New SIP Profile screen.
3. Enter a name for the new profile.
4. From the Parent Profile list, select sip as the new profile.
5. For the Terminate on BYE setting, select the Enabled check box.
6. Select the Dialog Aware check box, and enter a unique community string in the Community field.
7. From the Insert Via Header list, select Enabled.
8. Click Finished to save the new SIP ALG profile.
9. You must also create two virtual servers: one to handle SIP TCP traffic and another to handle SIP UDP
traffic.
a) Create a host virtual server with a Source address of 0.0.0.0/0 and a Destination type set as
Network, as well as a Mask of 0.0.0.0 and a Service Port of 5060.
b) From the Protocol list, select TCP.
c) From the SIP Profile list, select a SIP profile.
d) From the VLAN and Tunnel Traffic list, select All VLANs and Tunnels.
e) From the LSN Pool list, select an LSN pool.
f) Repeat the virtual server creation procedure, and then from the Protocol list, choose UDP. Also
choose the SSL client, SSL server, and Authentication profiles from their respective lists as needed.
You now have a TCP and UDP virtual server to handle SIP traffic.
You now have a SIP ALG profile for use by CGNAT.

Configuring a CGNAT iRule
You create iRules® to automate traffic forwarding for XML content-based routing. When a match occurs,
an iRule event is triggered, and the iRule directs the individual request to an LSN pool, a node, or virtual
server.
1. On the Main tab, click Carrier Grade NAT > iRules.
The iRule List screen opens.
2. Click Create.
3. In the Name field, type a 1 to 31 character name, such as cgn_https_redirect_iRule.
4. In the Definition field, type the syntax for the iRule using Tool Command Language (Tcl) syntax.
For complete and detailed information iRules syntax, see the F5 Networks DevCentral web site
(http://devcentral.f5.com).
5. Click Finished.
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You now have an iRule to use with a CGNAT virtual server.

25

Chapter

4
Using Deterministic Mode to Simplify Logging
•
•

About deterministic address translation mode
Task summary

Using Deterministic Mode to Simplify Logging

About deterministic address translation mode
Deterministic address translation mode provides address translation that eliminates logging of every address
mapping, while still allowing internal client address tracking using only an external address and port, and
a destination address and port. Reverse mapping allows BIG-IP® CGNAT operators to respond to legal
requests revealing the identity of the originator of a specific communication. A typical example is revealing
the identity of file sharers or P2P network users accused of copyright theft.
Deterministic mode allows unique identification of internal client address based on:
•
•
•

External address and port (the address and port visible to the destination server)
Destination address and port (the service accessed by the client)
Time

Restrictions
Deterministic mode has the configuration restrictions listed here:
•
•
•

Only NAT44 can use deterministic mode.
The subscriber (client-side) and Internet (server-side) interfaces (VLANs) must be set either as a source
or destination address in the CMP Hash setting.
The complete set of all internal client addresses that will ever communicate through the CGNAT must
be entered at configuration time.
Note: This means that all virtual servers referring to an LSN pool through deterministic NAT mode
must specify the source attribute with a value other than 0.0.0.0/0 or ::/0 (any/0, any6/0).

•
•

Use only the most specific address prefixes covering all customer addresses.
Members of two or more deterministic LSN pools must not overlap; in other words, every external
address used for deterministic mapping must occur only in one LSN pool.

Simplified logging
As an alternative to per-connection logging, deterministic mode maps internal addresses to external addresses
algorithmically to calculate the mapping without relying on per-connection logging. Deterministic mode
significantly reduces the logging burden while mapping a subscriber's inside IP address with an outside
Internet address and port.
To decipher mapping generated by LSN pools using deterministic mode, you must use the DNAT utility
that can be run from the system's tmsh command prompt.

Task summary
Perform these tasks to use Deterministic mode for logging.
Creating a deterministic LSN pool
Creating a VLAN for a deterministic NAT
Creating a virtual server for an LSN pool
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Creating a deterministic LSN pool
The CGNAT module must be provisioned before LSN pools can be configured.
Large Scale NAT (LSN) pools are used by the CGNAT module to allow efficient configuration of translation
prefixes and parameters.
1. On the Main tab, click Carrier Grade NAT > LSN Pools.
The LSN Pool List screen opens.
2. Click Create.
3. Enter a unique name in the Name field.
4. Select Deterministic for the pool's translation Mode.
Note that deterministic mode does not support DS-lite tunneling or NAT64.
5. In the Configuration area, for the Member List setting, enter an address and a prefix length in the
Address/Prefix Length field and click Add.
If your pool uses deterministic mode, ensure that any address ranges you enter as a member do not
overlap another member's prefix address ranges. For example, the address and prefix 10.10.10.0/24
overlaps 10.10.10.0/23.
6. For deterministic mode, the Backup Member List must have at least one member so enter an address
in the Address/Prefix Length field and click Add.
7. Click Finished.
Your deterministic LSN pool is now ready and you can continue to configure your CGNAT.

Creating a VLAN for a deterministic NAT
VLANs represent a collection of hosts that can share network resources, regardless of their physical location
on the network. You create a VLAN to associate physical interfaces with that VLAN.
1. On the Main tab, click Network > VLANs.
The VLAN List screen opens.
2. Click Create.
The New VLAN screen opens.
3. In the Name field, type a unique name for the VLAN.
4. In the Tag field, type a numeric tag, from 1 - 4094 , for the VLAN, or leave the field blank if you want
the BIG-IP system to automatically assign a VLAN tag.
The VLAN tag identifies the traffic from hosts in the associated VLAN.
5. For the Interfaces setting, from the Available list, click an interface number or trunk name and add the
selected interface or trunk to the Untagged list. Repeat this step as necessary.
6. From the Configuration list, select Advanced.
7. Select the Source Check check box if you want the system to verify that the return route to an initial
packet is the same VLAN from which the packet originated.
8. In the MTU field, retain the default number of bytes (1500).
9. Click Finished.
The screen refreshes, and displays the new VLAN in the list.
10. Click the name of the newly created VLAN to open it.
11. From the Configuration list, select Advanced.
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12. From the CMP Hash list, select Source if this VLAN is the subscriber side or Destination if this VLAN
is the Internet side.
13. Click Finished.
The screen refreshes, and displays the new VLAN in the list.
You now have one of two VLANs for your deterministic NAT. Repeat these steps to create a second VLAN
to act as the destination if the first VLAN is the source or vice versa.

Creating a virtual server for an LSN pool
Virtual servers are matched based on source (client) addresses. Define a virtual server that references the
CGNAT profile and the LSN pool.
1. On the Main tab, click Carrier Grade NAT > Virtual Servers.
The Virtual Servers screen opens.
2. Click the Create button.
The New Virtual Server screen opens.
3. In the Name field, type a unique name for the virtual server.
4. From the Type list, select Performance (Layer 4).
5. For the Destination setting, in the Address field, type 0.0.0.0 to allow all traffic to be translated.
6. In the Service Port field, type * or select * All Ports from the list.
7. From the VLAN and Tunnel Traffic list, select Enabled on. Then, for the VLANs and Tunnels setting,
move the VLAN or VLANs on which you want to allow the virtual servers to share traffic from the
Available list to the Selected list.
8. For the LSN Pool setting, select the pool that this server will draw on for translation addresses.
9. In the Resources area of the screen, for the iRules setting, select the name of the iRule that you want to
assign and using the Move button, move the name from the Available list to the Enabled list.
10. Click Finished.
The custom CGNAT virtual server now appears in the CGNAT Virtual Servers list.
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Configuring Local CGNAT Logging

Overview: Configuring local logging for CGNAT
You can configure the BIG-IP® system to send log messages about carrier grade network address translation
(CGNAT) processes to the local Syslog database on the BIG-IP system.
Note: Enabling logging impacts BIG-IP system performance.
When configuring local logging of CGNAT processes, it is helpful to understand the objects you need to
create and why:
Object to create in implementation

Reason

Destination (formatted/local)

Create a formatted log destination to format the logs
in human-readable name/value pairs, and forward
the logs to the local-syslog database.

Publisher (local-syslog)

Create a log publisher to send logs to the previously
created destination that formats the logs in
name/value pairs, and forwards the logs to the local
Syslog database on the BIG-IP system.

LSN pool

Associate a large scale NAT (LSN) pool with a log
publisher in order to log messages about the traffic
handled by the pool.

Task summary
Perform these tasks to configure local logging of CGNAT processes on the BIG-IP® system.
Creating a formatted local log destination for CGNAT
Creating a publisher to send log messages to the local Syslog database
Configuring an LSN pool with a local Syslog log publisher

Creating a formatted local log destination for CGNAT
Create a formatted logging destination to specify that log messages about CGNAT processes are sent to the
local Syslog database in a format that displays name/value pairs in a human-readable format.
1. On the Main tab, click System > Logs > Configuration > Log Destinations.
The Log Destinations screen opens.
2. Click Create.
3. In the Name field, type a unique, identifiable name for this destination.
4. From the Type list, select Splunk.
5. From the Forward To list, select local-syslog.
6. Click Finished.
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Creating a publisher to send log messages to the local Syslog database
Create a publisher to specify that the BIG-IP® system sends formatted log messages to the local Syslog
database, on the BIG-IP system.
1. On the Main tab, click System > Logs > Configuration > Log Publishers.
The Log Publishers screen opens.
2. Click Create.
3. In the Name field, type a unique, identifiable name for this publisher.
4. For the Destinations setting, select the previously created destination from the Available list, which
formats the logs in the Splunk format and forwards the logs to the local Syslog database; click << to
move the destination to the Selected list.
5. Click Finished.

Configuring an LSN pool with a local Syslog log publisher
Before associating a large scale NAT (LSN) pool with a log publisher, ensure that at least one log publisher
exists that sends formatted log messages to the local Syslog database on the BIG-IP® system.
Associate an LSN pool with the log publisher that the BIG-IP system uses to send formatted log messages
to the local Syslog database.
1. On the Main tab, click Carrier Grade NAT > LSN Pools.
The LSN Pool List screen opens.
2. Select an LSN pool from the list.
3. From the Log Publisher list, select the log publisher that sends formatted log messages to the local
Syslog database on the BIG-IP system.
4. Click Finished.

Implementation result
You now have an implementation in which the BIG-IP® system logs messages about CGNAT processes
and sends the log messages to the local Syslog database on the BIG-IP system.
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Configuring High-Speed Remote CGNAT Logging

Overview: Configuring remote high-speed logging for CGNAT
You can configure the BIG-IP® system to log information about carrier grade network address translation
(CGNAT) processes and send the log messages to remote high-speed log servers.
When configuring remote high-speed logging of CGNAT processes, it is helpful to understand the objects
you need to create and why, as described here:
Object to create in implementation

Reason

Pool of remote log servers

Create a pool of remote log servers to which the
BIG-IP system can send log messages.

Destination (unformatted)

Create a log destination of Remote High-Speed Log
type that specifies a pool of remote log servers.

Destination (formatted)

If your remote log servers are the ArcSight, Splunk,
or Remote Syslog type, create an additional log
destination to format the logs in the required format
and forward the logs to a remote high-speed log
destination.

Publisher

Create a log publisher to send logs to a set of
specified log destinations.

LSN pool

Associate a large scale NAT (LSN) pool with a log
publisher in order to log messages about the traffic
handled by the pool.

This illustration shows the association of the configuration objects for remote high-speed logging of CGNAT
processes.

Figure 3: Association of remote high-speed logging configuration objects

Task summary
Perform these tasks to configure remote high-speed logging of CGNAT processes on the BIG-IP® system.
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Note: Enabling remote high-speed logging impacts BIG-IP system performance.
Creating a pool of remote logging servers
Creating a remote high-speed log destination
Creating a formatted remote high-speed log destination
Creating a publisher
Configuring an LSN pool with a log publisher

Creating a pool of remote logging servers
Before creating a pool of log servers, gather the IP addresses of the servers that you want to include in the
pool. Ensure that the remote log servers are configured to listen to and receive log messages from the
BIG-IP® system.
Create a pool of remote log servers to which the BIG-IP system can send log messages.
1. On the Main tab, click Local Traffic > Pools.
The Pool List screen opens.
2. Click Create.
The New Pool screen opens.
3. In the Name field, type a unique name for the pool.
4. Using the New Members setting, add the IP address for each remote logging server that you want to
include in the pool:
a) Type an IP address in the Address field, or select a node address from the Node List.
b) Type a service number in the Service Port field, or select a service name from the list.
Note: Typical remote logging servers require port 514.
c) Click Add.
5. Click Finished.

Creating a remote high-speed log destination
Before creating a remote high-speed log destination, ensure that at least one pool of remote log servers
exists on the BIG-IP® system.
Create a log destination of the Remote High-Speed Log type to specify that log messages are sent to a pool
of remote log servers.
1. On the Main tab, click System > Logs > Configuration > Log Destinations.
The Log Destinations screen opens.
2. Click Create.
3. In the Name field, type a unique, identifiable name for this destination.
4. From the Type list, select Remote High-Speed Log.
Important: If you use log servers such as Remote Syslog, Splunk, or ArcSight, which require data be
sent to the servers in a specific format, you must create an additional log destination of the required
type, and associate it with a log destination of the Remote High-Speed Log type. This allows the BIG-IP
system to send data to the servers in the required format.
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The BIG-IP system is configured to send an unformatted string of text to the log servers.
5. From the Pool Name list, select the pool of remote log servers to which you want the BIG-IP system
to send log messages.
6. From the Protocol list, select the protocol used by the high-speed logging pool members.
7. Click Finished.

Creating a formatted remote high-speed log destination
Ensure that at least one remote high-speed log destination exists on the BIG-IP® system.
Create a formatted logging destination to specify that log messages are sent to a pool of remote log servers,
such as Remote Syslog, Splunk, or ArcSight servers.
1. On the Main tab, click System > Logs > Configuration > Log Destinations.
The Log Destinations screen opens.
2. Click Create.
3. In the Name field, type a unique, identifiable name for this destination.
4. From the Type list, select a formatted logging destination, such as Remote Syslog, Splunk, or ArcSight.
Important: ArcSight formatting is only available for logs coming from the network Application Firewall
Manager (AFM) and the Application Security Manager (ASM™).
The BIG-IP system is configured to send a formatted string of text to the log servers.
5. If you selected Remote Syslog, from the Syslog Format list, select a format for the logs, and then from
the High-Speed Log Destination list, select the destination that points to a pool of remote Syslog servers
to which you want the BIG-IP system to send log messages.
6. If you selected Splunk or ArcSight, from the Forward To list, select the destination that points to a
pool of high-speed log servers to which you want the BIG-IP system to send log messages.
7. Click Finished.

Creating a publisher
Ensure that at least one destination associated with a pool of remote log servers exists on the BIG-IP®
system.
Create a publisher to specify where the BIG-IP system sends log messages for specific resources.
1. On the Main tab, click System > Logs > Configuration > Log Publishers.
The Log Publishers screen opens.
2. Click Create.
3. In the Name field, type a unique, identifiable name for this publisher.
4. For the Destinations setting, select a destination from the Available list, and click << to move the
destination to the Selected list.
Note: If you are using a formatted destination, select the destination that matches your log servers,
such as Remote Syslog, Splunk, or ArcSight.
5. Click Finished.
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Configuring an LSN pool with a log publisher
Before associating a large scale NAT (LSN) pool with a log publisher, ensure that at least one log publisher
exists on the BIG-IP® system.
Associate an LSN pool with a log publisher that the BIG-IP system uses to send log messages to a specified
destination.
1. On the Main tab, click Carrier Grade NAT > LSN Pools.
The LSN Pool List screen opens.
2. Select an LSN pool from the list.
3. From the Log Publisher list, select the log publisher the BIG-IP system uses to send log messages to a
specified destination.
4. Click Finished.
After performing this task, you have an LSN pool for which the BIG-IP system logs messages using the
specified log publisher.

Implementation result
Now you have an implementation in which the BIG-IP® system logs messages about CGNAT processes
and sends the log messages to a pool of remote log servers.
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About the DNAT utility
The deterministic NAT (DNAT) utility allows calculation of forward and reverse source address and port
mapping of deterministic-mode LSN pools, by using the states stored in the analyzed TMM log file.

Using the DNAT utility to lookup deterministic NAT mappings
A knowledge of navigating in tmsh is suggested before using the DNAT utility. For detailed information
about navigating in tmsh, see the Traffic Management Shell (tmsh) Reference Guide.
Deterministic NATs can reduce total log file size but require use of the DNAT utility (available in tmsh)
to decipher the mapping. With the DNAT utility, you can calculate forward and reverse source address and
port mapping of an LSN pool using deterministic mode based on the state stored in the specified TMM log
file.
1. Use an SSH tool to access the BIG-IP® system from the command line.
2. At the command line, type: tmsh.
This starts tmsh in interactive shell mode and displays the prompt: (tmos)#.
3. To show a list of translation address/port pairs used for a subscriber at 10.0.0.1:4321 connecting to
65.61.115.222:80, using the deterministic NAT states contained in /var/log/ltm, type the command:
run util dnat --file /var/log/ltm --client_addr 10.0.0.1 --client_port 4321
--server_addr 65.61.115.222 --action forward

Replace these example addresses with your actual client and server.
This displays a list of the address/port pairs.
4. To calculate a reverse mapping back to the subscriber address for the connection between
173.240.102.139:5678 and 65.61.115.222:80, using the DNAT states contained in /var/log/ltm.1,
type the command: run util dnat --file /var/log/ltm.1 --server_addr 65.61.115.222
--client_addr 173.240.102.139 --client_port 5678 --action reverse

This displays the reverse mapping.
5. For more information about the DNAT utility, type the command: help util dnat at the tmsh prompt.
The help file for the DNAT utility is displayed.
You now have the basic details for deciphering deterministic log files using the DNAT utility in tmsh.
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Overview: DS-Lite Configuration on BIG-IP systems
As IPv4 addresses are becoming depleted, service providers (DSL, cable, and mobile) face the challenge
of supplying IP addresses to new customers. Providing IPv6 addresses alone is often not workable, because
most of the public Internet still uses only IPv4, and many customer systems do not yet fully support IPv6.
The Dual-Stack Lite (DS-Lite) tunneling technology is one solution to this problem. DS-Lite gives service
providers the means to migrate to an IPv6 access network without changing end user devices or software.
What is DS-Lite?
DS-Lite is an IPv4-to-IPv6 transition technology, described in RFC 6333, that uses tunneling and network
address translation (NAT) to send IPv4 packets over an IPv6 network. This technology makes it possible,
for example, for a service provider with an IPv6 backbone to properly route traffic while overlapping IPv4
networks.
How does DS-Lite work?
The customer-premises equipment (CPE), known as the B4 (Basic Bridging BroadBand) device, encapsulates
the IPv4 packets inside IPv6 packets, and sends them to the AFTR (Address Family Transition Router)
device. The AFTR device includes carrier-grade NAT (CGNAT), which has a global IPv4 address space.
The AFTR device decapsulates the IPv4 traffic and performs address translation, as it sends the traffic to
the external IPv4 network.
How does F5 implement DS-Lite?
On the BIG-IP® system, a DS-Lite tunnel is a variation of IPIP tunnels that uses augmented flow lookups
to route traffic. Augmented flow lookups include the IPv6 address of the tunnel to identify the accurate
source of packets that might have the same IPv4 address. When the BIG-IP device receives an IPv6
encapsulated packet, the system terminates the tunnel, decapsulates the packet, and marks it for DS-Lite.
When the system re-injects the packet into the IP stack, it performs an augmented flow lookup to properly
route the response.
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Figure 4: Example of a DS-Lite configuration

About CGNAT hairpinning
An optional feature on the BIG-IP system, hairpinning routes traffic from one subscriber's client to an
external address of another subscriber's server, where both client and server are located in the same subnet.
To each subscriber, it appears that the other subscriber's address is on an external host and on a different
subnet. The BIG-IP system can recognize this situation and send, or hairpin, the message back to the origin
subnet so that the message can reach its destination.
Note: At present hairpinning works with all BIG-IP CGNAT scenarios except NAT64.

Task summary
When you set up DS-Lite, you must configure devices at both ends of the tunnel: the B4 device and the
AFTR device. For this implementation, the AFTR device is a BIG-IP® system.
Before you configure the AFTR device, set up your CPE as a B4 device, and configure it to send traffic to
the v6 self IP address of the BIG-IP® system. For instructions, consult the manufacturer's documentation
for your device.
Creating a DS-Lite tunnel on the BIG-IP as an AFTR device
Assigning a self IP address to an AFTR device
Configuring CGNAT for DS-Lite
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Verifying traffic statistics for a DS-Lite tunnel

Creating a DS-Lite tunnel on the BIG-IP as an AFTR device
Before you configure the tunnel, ensure that the BIG-IP® device you are configuring has an IPv6 address.
You can create a DS-Lite (wildcard) tunnel for terminating IPv4-in-IPv6 tunnels to remote B4 devices, and
recycling the IPv4 address space.
1. On the Main tab, click Network > Tunnels > Tunnel List > Create.
The New Tunnel screen opens.
2. In the Name field, type a unique name for the tunnel.
3. From the Encapsulation Type list, select dslite.
4. In the Local Address field, type the IPv6 address of the local BIG-IP device.
5. From the Remote Address list, select Specify, and type ::.
This value must be a wildcard IP address.
6. Click Finished.
You have now created a DS-Lite tunnel that functions as an AFTR (Address Family Translation Router)
device.

Assigning a self IP address to an AFTR device
Ensure that you have created a DS-Lite tunnel.
Self IP addresses can enable the BIG-IP® system, and other devices on the network, to route application
traffic through the associated tunnel.
1. On the Main tab, click Network > Self IPs.
The Self IPs screen opens.
2. Click Create.
The New Self IP screen opens.
3. In the Name field, type a unique name for the self IP.
4. In the IP Address field, type an IP address.
This IP address is the IPv4 gateway that the B4 devices use to reach the Internet. F5 recommends using
the IP address space that the IANA has specifically allocated for an AFTR device, for example,
192.0.0.1.
5. In the Netmask field, type the network mask for the specified IP address.
6. From the VLAN/Tunnel list, select the tunnel with which to associate this self IP address.
7. Click Finished.

Configuring CGNAT for DS-Lite
Before starting this task, ensure that CGNAT is licensed and the feature module enabled on the BIG-IP®
system, and you have created at least one LSN pool.
When you are configuring DS-Lite, you must set up a forwarding virtual server to provide the Large Scale
NAT (LSN), which is specified by the DS-Lite tunnel as an augmented flow lookup.
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1. On the Main tab, click Carrier Grade NAT > Virtual Servers.
The Virtual Servers screen opens.
2. Click the Create button.
The New Virtual Server screen opens.
3. In the Name field, type a unique name for the virtual server.
4. From the Type list, select Performance (Layer 4).
5. For the Destination setting, select Network, and type 0.0.0.0 in the Address field and 0.0.0.0 in
the Mask field.
6. In the Service Port field, type * or select * All Ports from the list.
7. From the Configuration list, select Advanced.
8. From the Protocol list, select * All Protocols.
9. From the LSN Pool list, select an LSN pool.
10. Click Finished.
This virtual server now intercepts traffic leaving the DS-Lite tunnel, provides the LSN address translation,
and forwards the traffic to the IPv4 gateway.

Verifying traffic statistics for a DS-Lite tunnel
After you configure DS-Lite on a BIG-IP® system, you can check the statistics for the tunnel to verify that
traffic is passing through it.
1. Log on to the BIG-IP command-line interface.
2. At the command prompt, type tmsh show sys connection all-properties.
The result should show tunnel with any as the remote endpoint (on the first line), and ipencap as the
Protocol, as shown in the example.

2001:db8::/32.any - 2001:db8::46.any - any6.any - any6.any
--------------------------------------------------------TMM
0
Type
any
Acceleration none
Protocol
ipencap
Idle Time
1
Idle Timeout 300
Unit ID
1
Lasthop
/Common/wan 00:d0:01:b9:88:00
Virtual Path 2001:db8::46.any
Client Addr
Server Addr
Bits In
Bits Out

ClientSide
2001:db8::45.any
2001:db8::46.any
171.6K
171.6K

ServerSide
any6.any
any6.any
0
0
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CGNAT Glossary
carrier-grade network address translation (CGNAT)
A scalable and flexible type of network address translation available to service providers and enterprise
BIG-IP® users for subscriber outbound source traffic.
Customer premise equipment (CPE)
Customer premise equipment includes devices such as cable modems, DSL routers, smart phones, and
any other device at the subscriber's premises that directly connects to the service provider.
deterministic NAT
A network address translation that maintains lawful logging (per RFC 6269), while avoiding the need
to dynamically log all NAT mappings so that a service provider can substantially reduce the number of
subscriber records that must be retained. This translation is also known as port block allocation.
large-scale NAT (LSN) pool
A large-scale NAT pool or LSN pool intended for configurations with many subscribers and only
available to the CGNAT module, such as subscriber outbound source NAT, when many subscribers
want to access Internet services. It is equally applicable to service provider and enterprise organizations.
NAT44
Translates internal IPv4 traffic to Internet IPv4 destinations.
NAT64
Translates internal IPv6 traffic to the Internet IPv4 destinations.
port block allocation
A port block allocation (PBA) is another term used for a deterministic NAT.
subscriber
A service provider's customer.
tunnel
TCP and UDP traffic, where the payload is other IP traffic routed through a tunneling protocol to carry
payloads over an incompatible delivery-network, or provide secure transport through an untrusted
network.
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